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1. BBEAEHUE

B wuctopun TexHONOrm4yeckon IBOMOLUM Mano YTO MOXET CpaBHUTLCA C
TpaHcdopMaumnen, npoumsoLleallern C NOosIBIEHNMEM UMHTepHeTa. [nobanbHoe
obbeaMHeHME  KOMMbIOTEPOB, CBA3a@HHbLIX  YHMBEPCanbHbIMW  MPOTOKONamM,
nepeLuarHyno reorpaduyeckne M KynbTypHble Gapbepbl, YTO MO3BONWUMNO caenaTb
pacrnpocTpaHeHue uHpopMauMm MrHOBEHHbIM, 6e3onacHbiM 1 BGecnnaTHbIM.
lMocneacTena STOWM PEBOMIOLUUM OKa3anuCb HACTOMbKO 3HaYUTESbHBbIMW, YTO OHU
N3MEHUNN CTPYKTYpPY obLLecTBa, 3KOHOMUKN U reonoIMTNYECKOn 06CTaHOBKM.

[Mocne nosiBNEHNA OTKPbITOrO MHTEPHETa HACTYNUMNo BpeMsa 6roKYenH-TEXHONOMN 1
Kpuntorpauyecknx akTMBoB, YTO CTano Havyanom criegyrouien s3HaunTenbHon gasbl
pas3BuTUA rnodanbHOM ceTn. ATO TEXHONOMMYECKoe CNUSHME OTKPbIBAET HOBYIO 3pY, B
KOTopon oOmeH nHdopmaumnen MoXXeT CTaTb eLle bonee apdpeKTMBHbIM.

3a nocnegHee pecatuneTne net mMup ctan csugetenemMm BGypHOro pocrta npuUHATUSA
UMAPOBBIX NNATEXHbIX PeLeHnn. ATU UHCTPYMEHTbI AanM BO3MOXHOCTb MOASM MO
BCEMY MWPY COBepLUATb TpaH3akumm mexagy cobon ygobHo m 6eictpo. Ho, HecmoTps
Ha UX pacnpoCcTpaHeHHOCTb, 6OMbLUMHCTBO TaKUX CUCTEM NpeacTaBnsAlT cobom BCero
NUWb HOBbIE NOrnM4eckne criov noBepx yctapeBwen 6GaHKoBCKOW cucTembl. OHu
paboTtatoT B N30MMPOBaHHbIX, HacrneaCTBEHHbIX cpenax, HanpsmMyo
CBMAETENbCTBYOWMX 006 ycTapeBLUEN apXUTEKTYype TEXHOMOrMM Ha KOTOPbIX OHU
OCHOBaHbI.

OCHOBHOW CMbICIT COCTOUT B TOM, Y4TO XOTS MHOpMaumMs 1 nepeaaeTcs cBO6OAHO,
cerogHs B UMppoBOM Beke, NepeaBmKeHne CTOMMOCTU OCTaeTCsl 3aMKHYTbIM BHYTPU
TPaANLMOHHbIX PaMOK.

TexHonorns GnokdYemHa wn Kpuntorpapuyeckne akTuBbl MMEKT BCE OCHOBaHUSA
U3MEHUTb 9TU TpaguumoHHble napagurMmbl. OHW NPefocTaBNAT HadexXHoe U
AeLeHTpann3oBaHHOE ynpaBneHne AaHHbIMU MexXay pasHoobpasHbIMU y4acTHUKaMM
W NpegocTaBnsiloT  HOBble MeToAbl nepefadn CTOMMOCTW, COOTHOCUMbIE C
COBpEeMEeHHbIM rnobanbHbIM reonosIMTUYECKUM Y SKOHOMUYECKUM KOHTEKCTOM.

Tem He MeHee, Kak M B criydae nobon nepenoBOM TEXHOMNOrUM, CyLECTBYHOT
HEKOTOpbIE CMOXHOCTU, C KOTOPbLIMU CTanknBaeTcs AaHHasi oTpacnb. BonatunbHOCTb,
OrpaHNYeHHas nNpPOMyCKHas CnoCcOOHOCTb, acnekTbl YynpaBreHus u npobnemsi,
CBsiI3aHHble C KOHBEpTauMen KpUNTOaKTMBOB B TpaauMUMOHHblE doMaTHble BantoThl,
npeacTasnsoT cobOoM KnoveBble BbI30BbI, Tpebylolme BHMUMATENBHOIO noaxona m
pa3paboTKn COOTBETCTBYIOLLNX CTpaTErnm.

MpoekT Lockton Finance ©OblN co3gaH C  LENbld MOCTPOEHUS OTKPLITON U
WHTErpMpoBaHHOM cucTtembl obmeHa ueHHocTaMW. Mbl npeactaeBnsem Oyaylimi
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MWPOBOW  PbIHOK  KaK  TEXHONMOMMYHbLIW, OTKPbITbIK,  AeLeHTpann3oBaHHbIN,
BbICOKOA(P(PEKTUBHLIN U JOCTYMHbIN KQXKAOMY.

2. COBMI MOBANIbHOWU NAPAOUIMbl: CO30AHUE LOCKTON FINANCE

Mepexon OT TPagULMOHHBLIX (PUHAHCOBBLIX CTPYKTYP K AeueHTpanvM3oBaHHbIM
CUCTEMaM O3Ha4yaeT He TOSNbKO TEXHOMOrMYecKyto 3BOSOLNI0, HO U caBuUr obLuewn
KOHUenumm B cnocobe xpaHeHnsa n obmeHa LeHHOCTSMMN.

B cdepe umdppoBbix BanoT MHOrve nnartgopmbl obelaoT GbiCTpble pesynbTaThl,
aKUEHTUPYs BHUMaHWE Ha KpaTKOCPOYHble rnpenmyLiecTBa U UrHOPUPYS CUCTEMHbIE
npobnembl. [lo HawemMy MHEHUIO, OTNUYMe MeXay KPaTKOCPOYHbIMKU W
AONTOCPOYHBIMU PELLEHNAMU ABNAETCH KPUTUYECKN BAXHbBIM.

HecmoTtps Ha macwTtabbl rmobanbHoM OMHAaHCOBOW CUCTEMbI, OHA CTarkMBaeTcs C
npobnemamy, CBSI3@aHHbIMWM C  OFPAHWYEHHOCTbIO  OOCTyNa, HeaoCTaTOYHOM
NPO3pavyHOCTbI0 U HU3KMM YPOBHEM 3(PeKTMBHOCTU. BO MHOrMx pervoHax mupa
3HauuTenbHasa YacTb HacerneHusa NMbo He uMeeT goctyna K 6aHKOBCKMM ycryram,
nmMbo nmeeT orpaHnYeHHbIN OCTYN K 6a30BbIM (PMHAHCOBLIM CEPBUCaM.

MoTeHuman  GNOKYENH-TEXHONMOMMN  OCHOBAHHbLIN  Ha  AeuUeHTpanmM3oBaHHbIX
npuHUMNax npeactaenser cobon NepCnekTUBHbIN MHCTPYMEHT [OM9 peLleHus
yKasaHHbIX npobnem. OgHako nyTb K AeLeHTpanM3oBaHHOMY ByayLiemMy Hy>XOaeTcs B
peweHnn psga  npobnem, BKNOYAs TEXHUYECKME OrpaHuyeHusi, npobnemsbl
BOCMNPUATUS, a Takke topnanyeckme HeACHOCTN B 0bnacTtu perynmpoBaHus.

B paHHOM KOHTeKcTe, Lockton Finance npeacTtaBnsieT cobor He TOMbKO peakuumio Ha
COBpPEMEHHbIE YCIIOBUSA, HO M CTpaTerMyeckoe nraHMpoBaHWe Ha OO0MNTOCPOYHYHO
nepcnekTMey. Hawa uenb 3aknioyaerca B AOCTUXKEHUWU ycnewHoro 6anaHca mexay
TPAAMUMOHHBIMU M MHHOBALUMOHHBIMW noaxodamu, obecneumBasa cBobogy uepes
AP PEKTUBHBIN TEXHONOMMYECKNIA KOHTPOMb N perynupoBaHue.

Lockton Finance, Kak NPOEKT, CTpeMuUTCca K hopmupoBaHuio Byayuiero, B KOTOPOM
UMdPOBLIE aKTUBbI WUHTETPUPYKOTCA B rNobanbHyt0 (PUHAHCOBYKD 3KOCUCTEMY KakK
HeoTbeMIieMasl YacTb, r4e MCNOoSib30BaHME KPUNTOAKTUBOB B CNEKYNATUBHbLIX LiEeNsx
He OyadeT uenblo MX NpeaHasHadeHus. Hawe ycepave HanpaBrneHo He TOMbKO Ha
obnerdyeHne cosepLUeHns PMHAHCOBbLIX Onepaunin, HO 1 Ha Ha4arno HOBOM LMpoBON
3MNOXK, KOTOpas XapaKTepuayeTcsl UHKITHO3MBHOCTbIO, NPO3PadYHOCTLIO U FOTOBHOCTLHO
K pELUEHUNIO TEKYLLNX BbI3OBOB.

C passutuem umcpoBOro NpoCTPaHCTBa, yBENUYEHNEM YMCHA NOAEN U OpPraHn3aumi,
NPU3HaKLWMX 3HaA4YeHWe KPUNTOAKTUBOB, Lockton Finance HanpaBnseT ycunusa Ha
YCTaHOBMEHME BbICOKMX CTaHOAPTOB HAAEXHOCTW, OOCTUXEHME YPOBHA O0BepUs,
COMNOCTaBUMOro C TPaAUUMOHHBbIMU (ODUHAHCOBBLIMU CEKTOpamu, NMPEeBOCXOAs UX B
afanTMBHOCTW, AOCTYMHOCTU M NOTEHUMane ansa passuTus.



3. MO3ULUMOHNPOBAHME LOCKTON FINANCE B LU®POBOWN 3KOCUCTEME

Mbl cTpeMnMmcs y4eCTb UHTEpPEeChbl BCeW LUPPOBON (PUHAHCOBOW 3KOCUCTEMBI, €€
OTAENbHbIX YYACTHUKOB, KPYMHbIX NPeanpuaTUn, perynatopoB U HOBATOPOB
nHOyCcTpumn. Kaxabin n3 aTux cyObeKkToB MOXET OOHApPYXMUTb B HALLEM CMEKTpe ycnyr
TO, YTO MOXET COOTBETCTBOBATb €ro NOTPEOHOCTAM U Liensam.

Lockton Finance MCMOSHSIET POSib NEPBOrO NIMLIEH3NPOBAHHOIO KPUNTO-AEN03UTapPUS B
permoHe. Mbl oco3Haem GonblLUy0 OTBETCTBEHHOCTb, CBSI3AHHYHO C 3TUM CTaTycoM, U
Halleln Lenbto SBNSIeTCsl YCTaHOBIEHME BbICOKMX CTaHOAPTOB HAaAEXHOCTU, KOTopble
OyayT Cny>XuTb NPUMEPOM Ansi BCEN UHAYCTPUN.

Kpunto-genosntapuin npeaoctaBnaeT JMNEeKTPOHHYK NnaTtgopMy, coyeTarLly B
cebe nepepoBo  HAbOp  TEXHWYECKMX WU MNPOrPaMMHbIX  MHCTPYMEHTOB,
npeaHasHavYeHHbIX 4N BbiMycKa KPMNTOAKTMBOB, MX NEPBOHAYaribHOrO pasMeLLeHus
n 6esonacHoro xpaHeHus. lNnartgopmMa ocyLecTBNAET CBOK AEATENbHOCTb Ha CTbIKe
nepefoBbIX TEXHOMOMMW U COBPEMEHHBIX (DMHAHCOB, rapaHTUpyd, 4TO UMdpPOBLIE
akTMBbl MOryT 6bITb 6e30macHbIMKU, AOCTYMHLIMU U FTAPMOHUYHO UHTErpUpPOBaHbl B
COBpPEMEHHbIE 3KOHOMUYECKNE CUCTEMBI.

BaszoBble ycnyru Lockton Finance OCHOBaHbI Ha HECKOSbKMX KITHOYEBbLIX HanpaBieHUsix:

1. MpegocTaBneHne cobCTBEHHbIX AeN03UTapHbIX NPOrpaMM, 6rMsknx K NPoayKTam
TPaaULMOHHOTO (PMHAHCOBOIO pbiHKA, Ans 6onee MPOKOW MHTErpaumMm B pernoHe,
MOBbLILEHNS] YPOBHSI WHKMIO3MBHOCTU (PUHAHCOBBLIX Yycnyr, U 6onee LNPOKOro
BOBMEYEHUs1 CyObeKTOB pblHKa B 0O0POT KPMNTOAKTMBOB, Kak CPeACTB COBPEMEHHOIO
ynpasneHus 1 pocTa kanuTtana.

B ycnoBusix, korga TpaguMunoHHble hHAHCOBbIE CUCTEMbI PETYNSIPHO CTanKMBalTCA
Cc npobrnemamu, TakMMW KaK CrOXHble KOMUCCUM, CUHTETUYECKME MPOLIEHTHI,
Henpo3payHble MraTexu, MHPMALUMOHHbIE PUCKM U HEBbLIFOAHbIE CTaBKW, BO3HUKaET
NnoTpebGHOCTbL B HOBOW, COBpPEMEHHOW anbrepHatuBe. Kpunto-genosntapHble
nporpaMMbl MOTyT NPeacTaBnsATb CO6OM peLleHne Ans 3TUx Npodnem.

Kpmnto-genosntapHble nporpamMmmebl, npegoctasnsemble Lockton Finance, npeanaratot
TPagMUMOHHBIA  MOMb30BaTENbCKMM  ONbIT B COYETaHMM C  WHHOBALMOHHOWN
TEXHOSOMMYHOCTbO.  bnarogapa  AeueHTpann3oBaHHOM W aBTOMAaTU3UMPOBAHHOW
CTPYKTYpe, KanuTtan pabotaer Hanpamy [nns nonb3oBaTtens, MWHUMU3NPYyS
N30EepPXKK, CBSA3aHHbIE C YCTPONCTBOM TPaAMLMOHHBIX (PUHAHCOBLIX MHCTUTYTOB. OTO



NO3BONSIET NPEAOCTaBNATb 6onee BbIro4HbIE CTaBKM, yMEHbLUAS NPU 3TOM KpeauTHble
1 onepaumoHHbIE PUCKM.

Mbl 0co3HaeMm, 4YTO CTabUNbHOCTb 3KOHOMWKM CBSi3aHa C BO3MOXHOCTbK KaXaoro
yenoseka yAOGHO WM NPOOYKTMBHO  YMNpaBnsiTb  CBOMMW  CPEACTBAMMW.
Kpunto-aenosutapHble nporpaMmmbl NPeAcTaBnsitoT cobol COBPEMEHHbI METoA
XpaHEHUs1 aKkTUBOB M MHCTPYMEHT NS aKTMBHOIMO B3aUMOAEWCTBUS B 3KOHOMUKE
HOBOIO BpeMeHW, rae B IpuopuTeTe Npo3pavyHOCTb M ONepPaTUBHOCTD.

2. KactogmnanbHble ycnyru Ansi KpMNTOaKTUBOB, obecrevymBaloline HagexHoe
XpaHeHue Norb3oBaTeNbCKUX CPEACTB, CTAHOBATCHA HE TONbKO anskTepHaTMBOW, HO U
BaXXHOM noTpebHocTblo. OHWM MPEeaoCTaBnsAlT YhydlleHHble CpeacTBa 3alluuTbl,
KoTopble 06ecneYmBaloT COXPaHHOCTb MHTEPECOB BradernbLEB OT PasfiMyHbIX PUCKOB:

e [nM6pugHoe xpaHeHue: Mbl BHeOpsSieM CUCTEMbI, KOTOpble OObEeOUHSOT
npeuMMyLLIecTBa Kak XONOAHOro, Tak W ropsiyero xpaHeHus. Monb3oBatenu
nony4arT BO3MOXXHOCTb BbICTPOro 4OCTYyMna kK CBOMM akTMBaM M O4HOBPEMEHHO
rapaHTMpoBaHHOe 6e3onacHoOe XpaHeHue.

e MynsTMnoganuck: pans  obecrnevyeHnss 6e30nMacHOCTM  MPOLECCOB  Mbl
NUCMNonb3yemM MeXaHW3Mbl MOPOroBON MynbTMNOANUCK, TOe HeobxoauMmbl
MOANUCU HECKONMBKUX CTOPOH C pasnnyHbIM Noporom BnusiHus. Micnonb3oeaHve
NMOPOroBON MynLTUMNOANMUCK, BKITHOYAs TPETbIO CTOPOHY, OTAENBHO BbiBEAEHHYHO
3a  pernoHanbHbli W KOpropaTuMBHbIA  nepumeTp, obecneynsaeT
[AOMNOMHUTENbHbIN YPOBEHb 3aLLUUTbI OT HECAHKLMOHMPOBAHHbIX AENCTBUN.

e [lnaHupoBaHue ynpaBneHUa akTuBamu: [loHMMass Hen3beXHOCTb
HenpeaBUAEHHbIX OOCTOATENbLCTB, Mbl MpeanaraeM MexaHu3Mbl, KOTopble
MO3BOMSAKT YCTAHOBUTb  WHCTPYKUMM MO  ynNpaBneHuo akTusamu B
[AONrOCPOYHOM MEepPCNneKTUBE, rapaHTUMpys, YTO pacnopskeHust Bnagenbla
OoTOaHHble B paMKax BO3MOXHOCTEW CUCTEMbI W MpaBoBOro nons, 6yayT
BbINOSTHEHBI.

e be3onacHoe 1 ayampyemoe xpaHeHue ans npodeccnoHanbHbIX y4aCcTHUKOB:
Lockton Finance MMeeT BO3MOXHOCTb MPeaoCTaBUTb YCMYrM KacToamarbHOro
XpaHeHUs Ans Apyrux npoBalnaepoB KPUMNTOAKTUBOB, obecnedvBasi MosHyH
MpPO3paYyHOCTb M COOTBETCTBME CTaHAapTaM 6e30MacHOCTY.

Llenb Lockton Finance - npegoctaBuTb KaXXOoMy 4ernoBeKYy U opraHn3aunn HagexHble,
ajanTBHblE N OTKPbITblE pelleHnAa AnAa KactoanasibHOro XpaHeHnAa u ynpabrieHUA
KPMNTOaKTUBaMMN.

3. B koHTekcTe pacTyLien Web3 nHAycTpun, Korga AeLeHTpann3oBaHHble TEXHOMOMK
N OrNoKYEeMH HauMHalT npeobpaxaTb TPaOULMOHHbIE CEKTOPbl 3KOHOMWKM,
NnosIBNSieTCA HeoTbemNemMasi NoTPEOHOCTb B HOBbIX MexaHu3max NPUBIEYEHUS U
ynpaeneHusi KanuTanoMm. OTW WHHOBaUUW NpeAcTaBnsitoT COOON  yHMKanbHbIE



BO3MOXHOCTU ANl MPOEKTOB U  KOMMaHWA, CTPEMSLUUXCA YCWUUTb CBOE
3KOHOMMYECKOe NPUCYTCTBME Ha rMobanbHON apeHe.

Lockton Finance NOHMMaeT BaXHOCTb COBPEMEHHbLIX (popM paHapansmvHra n ux
noTeHumnarn B UsSMeHeHnn naHgwadgra MHBECTUPOBaHUS.

Lockton Finance npegocTaBnseT KOMIMJIEKCHOE pelleHne Ana nepBUYHOro
pasMelleHMa KPUMTOAKTUBOB C LENbi MNpUBEYEHUs KanuTtana B MPOEKThI.
O6beanHnB nepenoBble  TEXHOMOTMMYECKUE  UHCTPYMEHTbl U 9hdeKTUBHbIE
OpraHmM3auMOHHble MexaHu3Mbl, Hawa nnartopma QokycupyetTca Ha dopmax
hbUHaAHCUPOBaAHMS Yepes SMUCCUIO CEAYIOLLNX BUAOB TOKEHOB:

e /IHBECTULMOHHbIN TOKEH: OTOT BMA 0GECnevYeHHOro TOKeHa YO4oCTOBepsaeT
UMYLLECTBEHHbIE NpaBa WM OTHOWEHUS 3ahMa MeXay 9MUTEHTOM WU
Bnagenbuamn, gaBas npaBoO Ha BbiNnaTy OCHOBHOMO Aosra, NpOUeHTOB Win
OOMt0 OXOA0B AMUTEHTA.

e ToBapHbI ToKeH: LindopoBon aHanor ToBapa, KOTOPbIN MOXET UCNOSb30BaTbLCA
ANA OTCNEeXmBaHUs LENOYKM NOCTABOK MMM Kak MHCTPYMEHT obmeHa Ha ToBap
UIn ycnyry.

e YTunutapHble TOKeHbl: Bkrnoyasa TokeHbl [goctyna, OuUneTHble TOKEHBb!,
TOKEHbI-Bayyepbl U TOKEHbl YrpaBneHUs, KaXabll U3 KOTOPbIX MMEET CBOU
0CcOBEeHHOCTU 1 NpeaoCcTaBNAeT onpeaeneHHble NpenvyLLecTsa BnagensLam B
paMKax 3KOCUCTEMbl SMUTEHTA.

e HeB3anmo3aMeHAEeMbI TOKEH: YHWKanbHbIA BWO KPUMNTOAKTMBA, KOTOPbIN
yAOCTOBEpPSET NpaBo BnagernbLla Ha crneunmguyecknin KOHTEHT B LMEPOBOM

dopme.

Mbl 0co3HaemM BaXHOCTb obecrnevyeHns npo3padHocTM u 6e3onacHoOCTM B Npouecce
NMEpPBMYHOrO pasMeLLeHUnsl, a Takke BHeOPEHUS YeTKUX NpaBui ANS YCTaHOBNEHUS
AOBEpMS CO CTOPOHbI MHBECTOpoB. [loaToMy Hawa nnatcdopma npeaocTaBnsieT
AeTanbHble YCMOBUS U KpUTEpUW ANS  Kaxgoro Tuna TOKEeHa, Y4yuTbiBas
3aKkoHoaaTeribHble 0COBEHHOCTU 1 TpeboBaHUS.

Mbl ycTaHaBnmMBaem ctporve TpeboBaHUS Ons NMPOEKToB, TeM cambiM obecneynBas
BbICOKOE€ Ka4yeCTBO W COBPEMEHHbIE TEXHOMOIMYecKMe pelueHns. OTOT Moaxon
cnocobCTBYET 3alUMTE MHTEPECOB BCEX YYACTHMKOB PblHKA U CO30AHUI0 YCTOMYMBbLIX
NapTHEePCKMX OTHOLLEHUI Ha JOMTOCPOYHON OCHOBE.



Kaxgblh nNpoekT noaBepraetcs TLATeNbHOW NpPOBepKe, Ha aTane KOTOpPOoW
aHanuaupyrloTca ero duHaHcoBas CTPYKTypa, TexHonornveckas cocTaBnstoLwas,
KOMaHOa n cTpaTernyeckoe BuaeHue. ITOT npouecc Heobxoaum gns obecneveHus
HalMM MNOMb30BaTeENAM YBEPEHHOCTU B BbICOKOM KayecTBe NPOEKTOB, BblOpaHHbIX
OS5 UHBECTUPOBAHUS.

MpuoepxuBasicb [aHHOIO MOAX04a, Hawa LUefb 3akf4vaeTcs B UCKITHYEeHUM
COMHUTENbHbIX NPEanoXeHU 13 MHOYCTPUK, U TEM CaMbIM B YKPEMNNeHn JoBepus
KaKk cpeaou MHBECTOpPOB, Tak M cpeaun ctapTtanoB. Mbl cTpemMmmcs, K TOMY, 4TOObI
pasmelleHne npoekta Ha nnatgopme Lockton Finance CRyXmno WHAMKATOPOM MX
penyTauumu 1 noteHumana.

YcTtoumBasi, npo3payHas U HagexHas MHPacTPyKTypa NpUBNEKaeT MHOCTPaHHbIe
WMHBECTMUMWN. BrnvBaHWe WHBECTULMIA B 3KOHOMWKY CTpaHbl MOATBEPXOAaeT
MeXOyHapoaHoe Mpu3HaHWe W OoBepue K MEeCTHOW WMHAOycTpum Web3, a Takke
COOEVCTBYET POCTYy M PasBUTUIO [AHHOTO CEeKTopa, CTUMYNMPYs WHHOBaUUW W
Ka4eCTBEHHbIe UccrneaoBaHus.

B 6ygywem, noggepxka Hawen nnatopmMon nepenoBbiX MNPOEKTOB UM UAEWN,
cnocobHa cosgaTb GnaronpusiTHOE OKpYXXeHue ANsi TEXHONOrMYecKoro nporpecca.
Takme npoekThbl, MPOXoas Yepes XKEeCTKME KpUTepumn otbopa, nonyvaroT BO3MOXHOCTb
NPOLEMOHCTPMPOBaTbL CBOE WHHOBAUWMOHHOE BUAEHME W MPEONIOKUTb peLleHus,
KOTOpble MOryT CTaTb OCHOBOW 4151 HOBOM LIMPPOBON SKOHOMMUKW.

4. TokeHuM3auma cTana oOfgHOW M3 caMblX MNEepPCNEeKTUBHbIX U WHHOBALMOHHbIX
TEHAEHUUN B COBPEMEHHOM (pnHaHcoBOM Mupe. OHa OTKpbIBAET ABEPWU K HOBbLIM
BO3MOXHOCTSAIM, NO3BONAA caenatb (PUHaHCOBblE NPOAYKTbl ©onee AOCTYMHbIMM,
appeKTUBHBIMU 1 BE30NACHBIMMN.

Lockton Finance yaensietr ocoboe BHMMaHWe 3TOMY HarnpasfeHuto, BUOS B HEM
MOLLHbIA MHCTPYMEHT AN aKTUMBM3auMu pblHKa Kanutana v CTUMYNMPOBaHUS
9KOHOMMYECKOro pocTa.

TokeHnsaums — 310 npouecc npeobpasoBaHUA pearbHbIX akTUMBOB B LUAPOBYHO
dopmy, NpeacTaBneHHy B BUAE TOKEHOB Ha OrokverH-nnargopme. 3TN TOKEHbI
DYHKLUNOHMPYIOT KaK LnpoBble cepTudmkaTsl, oTpaxasa npaBo COGCTBEHHOCTN UMK
WMHTepec B OTHOLLEHWM KOHKPETHOIO akTuBa, Byab-TO HEABUXKXMMOCTb, LieHHbIE Bymarn,
npoussefeHnsa UCcKyccTea unu niobon apyron matepmanbHbIi W HeMaTepuarbHbIv
OObEKT.

TokeHn3aunsi akTMBOB CNocobHa AONOMHUTL Y U3MEHUTb TEKYLLYHO CTPYKTYPY pbiHKa
kanutana. NMpeobpa3sysi TpaaNUMOHHbIE aKTUBbI B LIMEPOBbIE TOKEHbI, Mbl pacLUMpsiem
X [OCTYNHOCTb AN LUMPOKOro Kpyra MHBECTOPOB, MPUBIEKasi HOBblE TPyMmbl
HaceneHust K y4acTuio B MHBECTULIMOHHBLIX NMPOeKTax. OTO He TONMbKO 3HAYUTENbHO
yBenu4ymMBaeT 06beM TOProB, HO Takxke NPUAAET PbIHKY 6OMbLUYH AMHAMUYHOCTD.



[pobneHne akTMBOB Ha TOKEHbl MO3BOSSIET MHBECTOpaM BKMagbiBaTb Hebonblune
CYMMbI, YTO paHee Obino Obl HEBO3MOXHO M3-3a BbICOKMX MOPOrOBbIX 3HAYEHUIA UNK
orpaHnyeHuin. Takon nogxond CnocoGCTBYET YBEMWMYEHWUIO NMKBUMOHOCTM, MOCKOSbKY
Aaxe KpYMHble akTUBbl CTaHOBSATCS Nerko obopaynBaeMbiMU HA BTOPUYHBIX PbIHKaX.

Kpome TOro, ToKeHusauusi npegocTtaBnsieT BO3MOXHOCTb 6oree npo3payHoro wu
AEeTann3npoBaHHOIO y4yeTa akTMBOB, YTO YNyyllaeT MHBECTULMOHHLIN KnumaT u
NoBbILLAET JOBEpUE YHaCTHMKOB pbiHKA. Korga MHBeCTopbl UMEKOT JOCTYN K YETKOM M
NONMHOM WMHOPMaUUN O CBOMX MHBECTULMAX, OHU CKITOHHbI OencTBOBaTb Oonee
aKTMBHO, 4TO, B CBOK oOyepedb, NPUBOAUT K YCKOpeHuto obopoTa kanuTtana u
CTUMYNUPYET 3KOHOMUYECKYH aKTUBHOCTb Ha MakpOYpOBHE.

O6beanHas Bce BbllLeyKasaHHble 3IEMEHTbI, MOXHO 3aKMOYNUTb, YTO TOKEHU3aLMs
SIBMSIETCA HE NPOCTO MOAHLIM SIBIIEHMEM WM TEXHOSOrMYECKO HOBUHKON, a ckopee
Krnto4YeBbIM (PaKTOPOM, KOTOPbIA UMEET MOoTeHLMan CyLWeCTBEHHO YNyylnTb paboTy
pblHKa KanuTana, pacLumpsisi ero BO3MOXHOCTU 1 UHKITHO3UBHOCTb.

C y4yeToMm BbilleykasaHHbIX NpenmyLlecTB Lockton Finance akTMBHO paboTaeT Haj
NPOABVXEHMEM TOKEHM3ALMNW, YKPENSIsisi CBOK POsib B 3TOM HanpaBeHUw.

4. NPUPOOA TOKEHOB OOCTYNA HA NMNJIAT®OPME LOCKTON FINANCE

Aenasce HoBaTopoM B cdepe (PUHTEX NPOEeKToB, Lockton Finance akTMBHO
pa3pabaTbiBaeT 1 NpegocTaBnsAeT HOBble NOAXOAbl yNpaBneHnUs akTuBaMu, BKIoYas
KactoguanbHble yCnyru Onsi KpUnToakTMBOB M (baHApPan3uHr Ons NpoOeKToB Yepes
pasmeLlLleHre KpUNnToakTUBOB.

OcHoBbIBasiCb Ha NpMHLUMNax Npo3pavyHoCTN 1 6esonacHoOCTK, nnatgopma
HenpepbIBHO MLLET cnocobbl oNnTUMM3auum 1 asBToMmatm3aumm CBOUX yChyr.

B aTom KoHTekcTe 6bin pa3paboTaH LCH - TOkeH gocTyna k nnatcgopme Lockton
Finance.

B pamkax cdepbl KpUNTOAKTMBOB, TOKEHbl NPeAcTaBnaAlT coboil uudposblie
eaVHULbI, oGnaaatoLLme onpeaeneHHoNn CTOMMOCTBIO UM (DYHKLIMOHANbHOCTBIO. JTU
€OVHULbI BbINOMHAT pa3HoobpasHble PyHKLMM, HAYNHAasA C NPEACTaBNEeHNs aKTUBOB,
N 3aKkaH4MBasi NpPeaoCTaBneHneM AOCTyna K onpeaeneHHbIM ycryram B LmMdpoBbIX
aKocucTeMax.

Cpeaon MHOXecTBa TUMNOB TOKEHOB, YTUMUTApPHbLIN TOKEH BblAENAETCS CBOEW
crneuvanuMsaMpoBaHHOW porblo. Takme TOkeHbl cosgatTca ans  obecneyeHus
onpeneneHHbIX NoTpebHoCTENn U YHKUMA BHYTPU KOHKPETHOW nnatgopmbl WUnu
NPUITOXEHNS.



CornacHo gencTBytoLLeMy 3aKOHOAATENbCTBY, YTUIUTAPHbLIA TOKEH ONUCLIBAETCS Kak
BMO HeobecrnevyeHHOro TOoKeHa MpeAHa3HaYeHHbI AN BbIMNONHEHUS KOHKPETHbIX
AENCTBUIN, yCTAHOBMEHHbIX CMapT-KOHTPaKTOM, B paMKax 3KOCUCTEMbl AMUTEHTA.

B pamkax Hawen 3KocucTembl, LCH daBnserca yTUIMTapHbIM  TOKEHOM,
npegoctaensloWmMm  goctyn K nnatgopme  "Lockton Finance". 3TOT TOKEH
obecneunBaeTr ero obnagartensMm BO3MOXHOCTb B3aUMOOEWCTBUS C pPasfnUYHbIMU
YHKUMOHANbHLIMW BO3MOXHOCTAMU U YyCriyraMu, KOTOpble aBTOMaTuU3NpOBaHbl C
ncnorb3oBaHMEM CMapPT-KOHTPAKTOB.

Takum o06pa3oM, LCH, CYHKUMOHMPYS UCKIIOMUTENBHO Kak TOKEH [OocTyna,
npeaocTaBnsieT BO3MOXHOCTM Ha nnatgopme Lockton Finance, no3Bonsis
nonb3oBaTeNnsiM B3aMMOAEWCTBOBATb C OCHOBHbIMU  (PyHKUMAMM U ycryramu
nnatcopmbl. K npumepy, 3TO MOXeT BKMuvaTb B cebsi, cneumannsMpoBaHHble
KactoamanbHble peLleHusl, ynpaerieHne KanuTaroMm 4Yepe3 TOKEHU3VMpOBaHHble
aKTUBbI UNN y4acTMe B pasfiMYHbIX NMPOeKTax Ha nnatgopme.

TokeH poctyna LCH HWrge He LMPKYNMpYeT, Kpome aKkocucTeMbl Lockton Finance, U
nonb3oBaTeny He MOryT BbIBECTM MX B ApyrMe GNOKYenH cetun, Unu nnowlagku ans
obmeHa Ha gpyrve akTuBbl.

CornacHo 3akoHoaaTernlbHOMY ornpeaeneHnto, TOKeH A0CTyna MOXET NPeaoCTaBnsATh
npaBo Ha OBMeH Ha HaUMOHanbHYyl BaniloTy WNWM APYro BUA KpUNTOakKTUBa Ha
nnatdopme amuTeHTa — Lockton Finance. 910 oGecneunBaeT ero 060pa4ymBaemMocTb U
npuBneKaTenbHOCTb AN Nofb3oBaTenen, KoTopble MOryT paccmatpuBatb LCH He
TONbKO Kak KN4 K ycriyram nnatdopMbl, HO U Kak MHCTPYMEHT C 3KOHOMUYECKUM
WHTEPECOM, WMEKLLMM Y4YETHYIO (YHKUMIO, TOM 4uUcne B KayvecTBe eauHULbl
N3MEPEHUS], UMEIOLLLEN LIEHHOCTb.

OTnnune LCH OT MHBECTUUMOHHBLIX M TOBApHbIX TOKEHOB 3akKnioyaeTcss B €ero
dyHKUMOHaNbLHOW Npupoae. BmecTo npegoctaBneHns 4ony B KOMNaHUM unmn obmeHa
Ha KOHKpPETHbIM ToBap, LCH mno3BonsieT nonb3oBaTensM Monyy4nutb AOCTyn K
YHUKanbHbIM BO3MOXHOCTAM M OYHKLMSAM NNaTopmbl.

MNMpuHMMas Bo BHUMaHMe rny6okyto nHTerpaumto LCH B akocuctemMy Lockton Finance 1
ero crneumguyeckyto YHKLUMOHANBbHOCTb, HECOMHEHHO, 3TOT TOKEH Oyayuu
YTUNUTapHbIM,  CAYXXMM  KMOYEBbIM  3NIEMEHTOM  B3aUMOAEWCTBUS  Mexay
nonb3oBaTensMu 1 ycnyramv nnatopmei.

MpunobpeTas TOKEHbI, NN UHLIMW CITIOBaMK, (PMHAHCUPYS UX SMUCCUIO, NOCNEAYIOLLNIA
NX aepkaTenb BCTYMNaeT B OTHOLLEHWSI BECTMHIa C 3MUTEHTOM — Lockton Finance.

BectupoBaHue — ato goroBopHasa 6a3a, mexay aMUTEHTOM U AepXaTenem, KoTopbIn
pasmellaeT TOKeHbl Ha nnatopMe Ha OnpederieHHbIX YCNOBUAX, B TOM 4ucne C
BO3MOXXHOW LEnblo Nofy4YeHnsi onpenerieHHoro Bo3HarpaXKaeHusi, Npu BbINOHEHWUN
onpeaeneHHbIX 4eNCTBUIA UMW YCNOBUMN.



MpaBa [epxaTens cOCTOST B NOMy4YeHUN onpeaeneHHoro Konmyectasa TokeHoB LCH co
CTOPOHbI 3MUTEHTA B OTHOLLIEHWNM K CyMMe UX (hMHAHCMPOBAaHWS, a Takke BO3MOXHOE
nonyyeHne A0NOfHUTENbHOMO KONMYEeCcTBa TOKEHOB (GOHYC) 3a pa3MeLleHne TOKEHOB
BHYTpY NnaTdopmbl.

Lockton Finance, npu nonyyeHun puHaAHCMpOBaHUs, 00s3yeTcss NpeaocTaBUTb U
3adukcupoBaTtb Ha cBoeun nnartgopme (B cO6CTBEHHOM BNoKYerHe, BbINOMHALWEM
dyHKUMIO OOLLero peectpa BCeX TpaH3akuui) npaBa B OTHOLIEHMM TOKEHOB.
KonuyectBo SMUTUPOBaAHHLIX TOKEHOB KOHKpeTHOMY [lepxaTtento onpegensiercs
ncxoasa n3  COOTHOLWIEHUS CyMMbl ero (puHaHCMpOBaHWs, NoAerieHHOW Ha
AENCTBYIOLLYIO YCTaAHOBMEHHY JkBuBaneHTHyto CTtaBky. [laHHOe KOnuM4ecTBO
TOKEHOB NPYHUMAaETCS K pa3melleHuto Ha Nnatdgopmy.

MpaBa Ha KpMNTO aKkTUBbl NEPexXOAAT K BragenbLy KpUNTO akTUBOB C MOMEHTa
BHECEHUS COOTBETCTBYIOLLEN 3anucu B 3NIEKTPOHHOM nnatdgopme
KpUnTo-4eno3uTapus.

MomMumo 3TOro, COrnacHo [AeWCTBYIOLWEMY 3aKOHOAATENbCTBY, 3MUTEHT Lockton
Finance 06s3yeTcsi NpenocTaBnsATb UHMOPMaLMIO ONS perynsatopa no BeAeHWUto
peecTpa BbIMyLEHHbIX KPUMNTO-aKTUBOB.

B nocneayowemM no OKOHYaHUK OTHOLLEHUI BecTuHra, Lockton Finance o6s3yeTcs
NMPOU3BECTM MorawleHne, TO eCTb NPOoM3BEeCTU oOpaTHbI BblKyN TOKEHOB WU UX
yHU4YTOXEHMe. lMoraweHne TokeHoB LCH OCYLLECTBMSIETCA Ha OOCTYMHbIE K BbIBOAY
KpUNTOAKTUBbLI, MO0 bmaTHbIe cpeacTsa No YCTaHOBMNEHHON 3KBMBANEHTHOWN CTaBke,
Ha YCnoBUSIX ornpeaeneHHbIX AeWCTBYHLMM Ha MOMEHT COBEpPLUEHUS OaHHOM
TpaH3aKUUN 3aKoHOAATENbCTBOM M NONOXEHUSMU NNaTdopMbl.

[ns aToro nonb3oBaTtento HeobxoanMo nogaTh 3asiBKy Ha NoralleHne TokeHoB LCH Ha
nnatdopme Lockton Finance Yepes CBOW NONb30BaTENbCKUN KAOUHET.

Lockton Finance OTKpbITO nNpegynpexnaeT, YTo B Criydae ecrniv BbiNycK, pa3mMeLleHme
TOKEHOB HE CMOXeT OblTb NPOM3BEAEHO Mo OB6CTOATENbCTBAM He 3aBUCSALWMM OT
9MUTEHTA, B Clly4ae HOPMAaTUBHbIX, 3aKOHOAATESbHbIX N3MEHEHUN, CYLLECTBEHHbIX
PbIHOYHbIX MOTPACEHUA WMHAOYCTPUX, NPOTUBOMNPABHLIMU OEUCTBUSAMWU TPETbUX NNL,
nmMbo HEUCnorHEHUs UMKN CBOUX 00S3aTenbCTB, BCE BMECTE OTPaXKEHHbLIX TakKuM
o0pasoM, 4YTO M3HayarnbHbIM NNaH OENCTBMMA B paMKax BbiNycka W pasMeLleHus
TOKEHOB CTAHOBMUTbLCS He AOCTWXMM, TO Lockton Finance He HeceT QOMONHUTENBHOMN
OTBETCTBEHHOCTU, U 00s3yeTCcs BEPHYTb CYyMMYy (PMHAHCMPOBAHMS B pasyMHble,
OTAENbHO COrNacoBaHHblE CPOKM CO CBOMMW MONb30OBaTeENsAMM, 3a BbIYETOM
COBCTBEHHbIX OMEPaALMOHHbBIX PAacXOA40B, CBA3aHHbLIX C AEATENBHOCTLIO B OTHOLLEHNN
NPOXOXAEHUA npoueaypbl BbiMycka W pasMelleHUa TOKEeHOB Ha nnatgopme,
OCYLLEeCTBISS ans 3TOro npegocTaBreHne Heobxoammomn npaBoBOM,
OopraHn3aLMoOHHOM U TEXHONOMMYECKOW COCTaBISOLLEN.
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Lockton Finance npegynpexgaeTt, 4TO Nofb3oBaTenn nnatgopMbl U AepXxaTenu
TOKEHOB, CaMOCTOSTENbHO OTBEYaloT 3a HanoroBble MOCNeACTBUSA CBA3aHHbIE C
OTHOLUEHNAMM, BO3HUKLWIMMMK B pe3ynbrate obopoTa KpunToakTuBoB. [epxartenb
CaMOCTOSAITENTbHO HECET BCE PUCKU, CBSA3aHHbIE C Hanoramu OT BriafieHWUs, MOKYMKK,
NCMONb30BaHUS U BNageHusi TOKeHamu B MPUMEHUMOWN AN HEero HpUCAUKLMK B
OTHOLLUEHWN HanoroBbIX nocneacTeun. Hu npu kaknmx obcecrtoaTenbcTtBax Lockton
Finance He HeceT OTBETCTBEHHOCTW 3a Hanorosble obsizatenbctBa [epxaTtens,
KOTOpbIM BnafgeeT ToKeHamMu B pamkax Hactoswen [eknapaumm n OOKYMEHTOB
nnatopMbl, Unu No6bIMU APYrMMN CBA3AHHLIMU COrMAaLLEHNSIMN MeXAY CTOPOHaMW,
Oyob TO nNpsiMble WM KOCBEHHble Hanory, obsasaTternbHble nnateXxm U UHble
obss3aTenbCTBa B OTHOWEHUMM K NPOGUIABHOMY [OCY4AapCTBEHHOMY OpraHy B
IOPUCOVKLMM OepXKaTensi.

TokeHbl gocTyna LCH BBedeHHble B 060pOT, AEWCTBYIOT B NEpuod, HauymMHasi oT Ux
BbIMyCKa, 4O MOMEHTA MNOralleHNsi CO CTOPOHbI 3MUTEHTA, ECININ MHOE HE OFOBOPEHO
HanpsiMyto Mexay nnatopmMon U oTaerbHbIM KIMEHTOM, B pamkax cneumanbHbIX
[IOroBOpPEHHOCTEN, PopMann3oBaHHbIX B OTAENbHOM JOrOBOpE.

KoMmnaHna obs3yeTca perynspHo, He pexe pas3a B Hedento, onpegensaTtb pasmep
OKBMBArneHTHO YCTaHOBMEHHOW CTaBKM Ha COOCTBEHHOE YCMOTPEHME, O4HAKO Mpwu
3TOM 005A3yeTcs1 onpedensaTb ero B Auana3oHe He 6onee 2% (ABYX MPOLEHTOB)
OTKMOHEHUA OT CTOMMOCTM OAHOM COTOM HOMMUHarbHOW cTtommocTu CTaHgapTHOWM
KasHauenckon obnuraumm CLUA (US 100$ Standart Treasury Bond Face Price) no Kypcy
LB PY3, gencrsytoLlero Ha eHb onepawumn.

Takum o6pa3omMm, TOKeHbl LCH 4BRSOTCA 3aKOHHbIMW, OEWCTBUTENbHLIMU U
BOCTpPEOOBaHHbLIMU K UCMOJTHEHMIO 00s13aTENLCTBAMM KOMMaHUN, KOTOPbIE MOTYT ObITb
NnpYMeEHeHbl B OTHOLUEHUN 3MUTEHTa B COOTBETCTBUU C YCNOBUAMM, 3aKIo4aemMoro
npu SMUCCUM TOKEHOB [0roBOpa, W YCTAHOBMAEHHbIMW MpaBuiamMuv NnaTgopmbl,
JarwnMmn O0oCTyn nosfib3oBaTteridM K npoayKTtam I'IJ'IaTd)OprI - aMuTeHTa Lockton
Finance.

Mpu 3TOM, TOKEHbl LCH He npegycmaTtpuBaloT npaBa COOCTBEHHOCTU B KOMMAHUM
3MUTEHTE UNM Npaea ronoca, B NPUHATAN YNpaBneHYeCcKUX PeLLEHIA, 1 HU NP Kaknx
obcToATENbCTBAX HE [OMMKHbI paccMaTpuBaTbCsl B KadecTBe LIEHHOW Oymaruy,
cTabunbHoro (cTernbn) TokeHa, NMbo BantOTHON LEeHHOCTU. OHM NOMHOCTBIO MO CBOE
NpupoAe COOTBETCTBYIOT 3aKoHOoOaTernbHOMY OMpefderneHuio ToKeHa [ocTyna,
noaBUAOM YTUIUTAPHOIO TOKEHa, YTO OTKPLITO OTPa)kaeTcs, Kak B pamMKkax AaHHOW
[eknapauun, Tak n gpyrux JoOKyMeHTax nnatdopmel.

,D,ep>KaTenb TOKEHOB MOHMMaEeT U NpUHMMaEeT Ha cebsa Bce PUCKW, CBA3aHHblE C
O60pOTOM BUPTYyalibHbIX aKTUBOB, CormnatwlaeTcd U Npu3HaeT, 4TO MMeJ1 BOSMOXHOCTb
M O3HaKoOMWUNCA CO BCEMMU YCIOBUAMU, YCTAHOBIIEHHbIMU B OOKyMeHTax Lockton
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Finance, a Takke, B YaCTHOCTM, MPU3HAET, U MOHUMAET, YTO CTaBKa BECTUPOBAHMUS He
ABNSIETCH UHCTPYMEHTOM rapaHTMPOBaHHOW JOXOAHOCTMY.

5. PUCKW, CBA3SAHHbIE C KPUTTOAKTUBAMU

MHD,yCTpMSI KPpUMNTO aKTUBOB UMEET pa3sinyHble PUCKKU, KOTOPbIE MOTYT 3aTPOHYTb KaK
KPYNHbIX MHBECTOPOB, TaK U 00bl4HbIX nonb3oBaTtenen. OCHOBbIBAsACbL Ha OMbITE U
NOHMMaHWN pbliHKa, MOXXHO BblAENNTb Clieayrumne OCHOBHbIE aCNeKThbl:

B nepByio oyepenb, Gomnblias pasHOBMOHOCTb KPUMNTO akTMBOB MoABEpXeHa
BONatUNbHOCTbU. CTOMMOCTHbIE konebaHns MoryT 3aBUCETb OT MHOMMX (DAKTOPOB: OT
MUPOBbLIX 3KOHOMMUYECKMX HOBOCTEN [0 PEeLUEHWUA PEryrnmpyroLLMX OPraHOB pasHbIX
cTpaH. Kpome TOro, TexHomnornsi 6Grok4yenH, XoTb U Npeanaraer BbICOKYH CTemneHb
6e3onacHoCTW, He SIBNSIETCA HENnpUCTYMNHOW, Kak M niobas gpyras TexHonorus:
BO3MOXHbl TEXHUYECKME OLLUMOKM UK YSI3BUMOCTMW.

C apyron cTopoHbl, ntobon cepBuc unu nnatdopma, Bktoyasa Lockton, Takke nmeroTt
COBCTBEHHbIE PUCKU. DTO MOTYT BbITb PUCKM ONEPaLIMOHHOIO XapakTepa, CBA3aHHbIe C
obcnyxuBaHnem cepBepoB, OOHOBMEHWAMM NpPOrpamMmMHOro obecneyeHuss unm
YyennoBeyecknmM akTopomM.

Mbl genaem BCe BO3MOXHOE, 4TOObl WX MMHAMM3MPOBATb, HO abContTHas
6e3onacHOCTb B ULM(PPOBOM MUpPE — 3TO NOCTOSIHHAA paboTa.

B pa60Te C KpUNToakKTMBaMn TakKxKe HeO6XO£I,I/IMO YYNUTbIBaTb PUCKKU, CBA3AHHbIE C
DencTBNAMU CTOPOHHUX 1NunL. K HMM OTHOCATCS MOLLUEHHNYECTBO, CbI/ILLII/IHF n
XaKepcKne ataku.

OcobeHHOe BHUMaHWe criefyeT yoensiTb COXPAaHHOCTM CBOMX JIMYHBIX AaHHbIX W
Krtoyen goctyna.

Bcerga ctont MNOMHWUTBL: MHBECTUPOBaHMNE B KPWUNTO aKTUBbl — 3TO pelleHne,
NnPUHNMMaemMoe Ha cBomn CTpax 1 pUCK, n Kaxkabln YHaCTHUK pbIHKa AOJTXeH OCO3HaBaTb
BO3MOXHbl€ NOCNeACTBUSA CBOUX OENCTBUMN.

HaHHaa [eknapauma v gpyrvme OOKYMEHTbl NNaTdopMbl cofep)XaT AOCTaTOYHYHO
MHopmauunio 4N NMOHMMAHUSA 3TUX PUCKOB, N BO3MOXHOCTb C HEW O3HAKOMWUTBLCS,
ans  opMMpoOBaHUA MOHUMaAHUA WU WUX adeKBaTHOM OUEHKM CO CTOPOHbI
nonb3oBaTenemn.

6. MPUBEPXEHHOCTb HOPMATUBHbIM TPEBOBAHUAM "
MEXAOYHAPOOHbIM CTAHOAPTAM

Pa3Butne B YCMOBUSIX MNOCTOSIHHO W3MEHSIOLIMXCS HOPMAaTUBHbIX TpeboBaHui
npeacTaBnsieT cobow CNoXHYy 3agavy.
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KomaHaa ropucToB U KOHCYNLTAHTOB Lockton Finance rapaHTUpYeT, 4TO BCe onepauum
KOMMaHMM COOTBETCTBYHT HOPMAaTUBHbIM TPEOOBAHNAM pErMoHa.

Bmecte c Tem, BaHbIA acnekt cobOnaeHuss NoKanbHOro 3aKoOHOAATENbCTBA,
npeacTaBnsieT cobomr TONbKO YacTb peLleHus.

B coBpemMeHHOM B3aMMOCBSi3aHHOM MWpe, r4e UUpOBble akTUBbl  NErko
nepemeLLalTcs Yyepes rpaHvubl, BaXHO rnobanbHoe noHumMaHue 3agadn. IMeHHo
30ecCb MPOSBIISETCH aKTyarbHOCTb COOTBETCTBUSA Lockton Finance pekomeHOauUnaM
“I'pynnbl N0 pmHaHcoBbIM MepaM 60pbbbl C OTMbIBaHNEM aeHer” (PATD).

[loBepue pbiHKa hopMUPYETCS HE TONBKO U3 MPUHLIMNA HOMUHANBHOMO COOTBETCTBUS
rnokarnbHbIM 3aKOHOAaTeNbHbIM HOpPMaM, HO U M3 CTpeMJIEHMs caenaTtb Tak YToObl
BHYTPEHHWE HOPMbl KOMMNaHWM COOTBETCTBOBANM 06LLEMMPOBLIM CTaHAAPTaM.

Ons  Lockton Finance cobniogeHMe 3akoHogaTenbCcTBa W MPUBEPXKEHHOCTb
PEerynsTMBHbLIM CTaHAApTaM SIBMSIOTCSt OCHOBOWM €ro 3TUYEeCKUX NPUHLMMOB.

OATD wurpaet knwYeBylD porib B paspaboTke MexayHapOAdHbIX CTaHO4apToB U
pekoMeHAauun B OTHOLLUEHMM KPUMATOBAMOT U Kpuntorpadunyecknx aktnsos. GATO
npu3HaeTcs MUPOBbLIM aBTOPUTETOM B 06nacTM NpOTUBOAEWCTBUS neranuvsaumm
AO0X0A0B OT NPEeCTYNHOW AeATerlbHOCTM U OMHAHCUPOBaHUID Teppopuama. [pynna
akTMBHO paboTaeT Hag paspaboTkon U pacnpocTpaHeHuem CcTaHgapToB Ans
perynupoBaHnsi KpUNTOBANIOTHBIX MAATEXHbIX CUCTEM M OOMEHa KpunToakTuBamu, C
LUenbio nNpefoTBpalleHnst U BbiSIBNEHUS OMHAHCOBbLIX MPECTYNMNEHUN, CBSA3aHHbIX C
3TUMN TEXHONOTNAMMN.

OATSD onpegenseT NpuHUUNLI «3HaN cBoero KnmeHTta» (KYC) n «3Han CBOM NPOAYKT»
(KYP) ona nnatdopm u cepBucoB obMeHa KpUNTOaKTMBaMK, a TakKke Hanaraet
0683aHHOCTN B OTHOLLUEHUM MOHUTOPMHIa TPaH3akumMi 1 NpegoTBpaLLEeHMs y4acTums B
He3aKOHHbIX onepauunsx.

CobntopeHne Lockton Finance pekomeHgauun OATO cBuaeTenbCTBYET O
npeaaHHOCTN NPUHLMMNAM U LLEHHOCTAM NPOTMBOAENCTBUA OTMbIBaHMO aeHer (MOL),
N yKasblBaeT Ha OTBETCTBEHHbLIA MOAXO4 B CO34aHMM MpPO3padyHon u GesonacHom
UMdpPOBON (PHAHCOBOW 3KOCUCTEMBI.

Cnepya craHgaptam OATO, B 4acTHOCTU B cdepe perynmpoBaHus BUPTYarnbHbIX
aKTUBOB, Lockton Finance 4EMOHCTPUPYET, YTO NnaTdopmMa 3aLmuieHa OT HE3aKOHHbIX
oMHAHCOBbIX Onepaunmn, MOLLEHHNYECTBA U OPYTNX BPEAOHOCHbIX JENCTBUN.

7. BOPbBA C PUHAHCOBbLIMU NMPECTYIJIEHUAMU

[na Lockton Finance nNepBOCTENEHHON BaXHOCTbIO HABMISIETCA 3aliMTa HalLen
nrartopmMbl U ee Nonb3oBaTeneun oT yrpo3 PUHAHCOBbLIX NPECTYMNEHUMN.
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Hamu paspaboTtaHbl KOMMMEKCHbIE Mepbl U CTpaTerMy, HanpasfeHHble Ha
cobntogeHme MexagyHapoAdHbIX CTaHA4ApTOB U hopMMpOBaHMUS aTMocdEepbl LOBEPUS
cpeam Halux nonb3oBaTenen.

Ha cragum peructpaumMm Kakgoro nonb3oBaTens, Halwa KoMmnnaeHc cnyxba
TWaTenbHO NpoBepsieT NpeaoCTaBNeHHble UM AaHHble. DTOT aTan BKAOYaeT B cebs
AeTanbHbIA  Npouecc MNpoBEepKM JIMYHOCTW, B  Xode KoToporo Tpebyetcs
npegocTaBrieHMe COOTBETCTBYIOLLMX [OKYMEHTOB W MepCOHaNbHOW WHgOopMauuu.
Kpome TOro, mbl perynspHo oGHOBNSEM M CBepsieM MHAOPMALMIO NOonb3oBaTenen,
4yTOObI Hawa 6a3a AaHHbIX Bceraa bbina akTyanbHON 1 JOCTOBEPHOMN.

B uudpoBon cuHaHcoBon cdepe o0cobyld BaXHOCTb MpuobpeTaeT To4vHOE
NOHMMaHNE WUCTOYHUKOB W ABWXEHUs akTmBoB. OCHOBbIBAsICb Ha 3TOM MpUHUMNE,
Lockton Finance akTMBHO NMPUMEHSIET OHYENH-aHANNTUKY ANs nccnegosaHnsa obopoTta
KpWUNTO aKTUBOB.

C nomowibio nepefoBbiX CUCTEM aHanmM3a M MOHUTOPUHIA, Mbl OCYLLECTBRSIEM
TWATENbHYD MNPOBEPKY BCEX KPWUNTO aKTUBOB, LUMPKYNMPYKOLWMX Yepe3 Hally
nnatcopmy. Vickniovasi pucKkoOBaHHbIE U COMHUTENbHbIE aKTUBbI, Mbl CTPaXyeM CBOUX
nonb3oBaTenen oT BO3MOXHbIX MOTEPb U CTUMYSIMPYEM Ka4eCTBEHHbIN POCT HaLLEro
LMppoBOro oMHaAHCOBOIO MPOCTPAHCTBA.

Mpo3payHoCTb 1 6e30MNacHOCTb — KNtoYeBble NMPUHLMMBLI Hawen paboTbl.

Ocoboe BHUMaHWe ygensieTcst aHanuay onepauuin 1 NoBeAEHMO Nonb3oBaTenen Ha
nnarcopme. 3TO NO3BONSET HAaM BbISIBMATb M NpeaoTBpaLlaTh NonbITKM OTMbIBaHNUSA
aeHer. Jliobon nonb3oBatesib, YNMYEHHbIM B NOAOOHbLIX HE3aKOHHbIX AENCTBUSIX,
MOXET ObITb 3abNOKMPOBaH, a Takke NOABEPrHyTCA NPaBOBbLIM NOCNEACTBUSIM.

Ha npotsi»keHumn Bcero BpemeHun paboTbl Lockton Finance Mbl akTUBHO COTPYAHUYAEM C
PErynsaTopHbIMW  OpraHamu, NOAAepXuBasi OTKPbITbIA  AWanor U rapaHTupys
COOTBETCTBME MOCMEeQHNUM 3akoHogaTenbHbiM TpebosaHusAM. [pu BO3HUKHOBEHMU
ntoBbIX BONPOCOB UMM PacCnefoBaHUii CoO CTOPOHbI PETYNATOPOB, Mbl NPeAOCTaBMseEM
BCO HE0bX0aUMYH MHPOPMaLIMIO U OKa3biBaeM aKTMBHOE COAENCTBUE.

B Hawewn cucteme npegycmoTpeHa nporpamma cbopa yBeLOMMEHW O cry4vasix
nogo3puUTENbLHON  akTMBHOCTW. Ecnu  nonb3oBaTtenb WU COTPYOHWUK  OenuTcA
nHdopmaumnen o HeodblYHON aKTUBHOCTW, Mbl COXPaHSIEM €ro KOH(pnaEeHUNanbHOCTb.

Mbl rapaHTUpyemM aHOHUMHOCTb MHG)OpMaTopa 1 NPUHMMaeM peLunTernbHble Mepbl Ha
OCHOBE MONYyYEeHHOW MHGOpMauun gns obecneyeHus 6e3onacHOCTV NnaTtdopMbl U
ee nonb3oBaTenen.

3aknoyas, XoveTcs nogyYepkHyTb, 4TO Grnarogaps BHEOPEHUIO 3TUX CTPOrmx Mep
NpoTMB (PMHAHCOBLIX MpecTynneHun, Lockton Finance noaTBepXgaeT CBOK
NPUBEPXKEHHOCTb  MNpedocTaBrieHno  Be3onacHon, Npo3pavyHOM U HaLeXHOW
nnatdopmbl 4N ceoern 6asbl Nofib3oBaTENEN.
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8. TEXHONOrna PACMNPEAOENEHHOIO PEECTPA U MH®OPMALMA O
NINAT®OPME

Kpunto pgeno3utapumn Lockton Finance - 3TO rmMbpuaHaa 6nokvenH-nnatgopma,
BbIMOMHAKLWAA psg  uHaHCOBLIX (yHKUMKA. Lenb nnatcgopmbl - BHeOpUTb
CEPBUCHYI0 WHAPACTPYKTYpY, KOTOpas NpeaoctaBUT HeobXxoaumble WMHCTPYMEHTbI
Aana  paboTbl C KpuMNTOakTMBaMn B COOTBETCTBUM CO BCeMU TpeboBaHUAMM
COBPEMEHHOro NPaBOBOro Mosis U Npu3BaHa COEAWHUTL CEKTOP KPUNTOaKTUBOB C
uHaHCOBbIM. OTO MO3BONSET BbINyCKaTb, NpuobpeTaTb M XpaHUTb aKTUBbl C
BbICOKMM YPOBHEM KOHMPMAEHUManbsHOCTN, 6e30NacHOCTM U BO3MOXHOCTbLIO ayauTa,
cneays perynvpoBaHnio KOPUCONKLNN.

KnioyeBolt 0COGEHHOCTLIO U, cnedoBaTenbHO, OOWMM  BUOEHWEM MpoaykTa
npeanaraemoro pelleHust SIBMSIeTCS permctpaums Bcex onepauuin nnatgopmbl B
COOBCTBEHHOM OMOKYENH CUCTEMBI.

BaszoBble BO3MOXHOCTU NNaTdopMbl:

e XpaHeHne uMpPoBbIX aKTMBOB C BO3MOXHOCTbK BblbOpa Tuna goctyna —
annapaTHbIn NMMB0 NPorpamMMHBbIN.
Mopaepxka Hanbonee akTyanbHbIX aKTUBOB.

e BosmoxHocTb  BbibOpa  BapuMaHTa  aAMUHUCTPUPOBAHWUS  CUCTEMbI:
MCronb3oBaHWe  MynNbLTUNOANUCK,  MOPOroBbIX  NoANMCEn U OpYrux
WHCTPYMEHTOB 4S5 AnBepcumKaLmnmm OTBETCTBEHHOCTMU.

e Bo3moxHOCTb BblibOpa MeToda pe3epBHOro KOMMPOBaHUSA  (Hanpumep,
cosfaHue obuwero cekperta, WUM@pPOBaHME KITOMEN OT KOLUENbKOB C €ero
NMOMOLLIbIO M pasgeneHne mexay nobbiM KONMMYecTBOM aaMUHUCTPATOPOB C
pasHbIMU BECaMK).

e Bo3MoXHOCTb nogkntoveHns nboro nposangepa uvaeHTUukauum (npu
Hanu4Mm oTKPbLITOro APl y npoBangepa) u ycnyr AML.

e Bo3moOXHOCTb co3gaBaTb ponu, ycTaHaBnNMBaTb JIMMUTLI U NPOBEPKY MOTOKa
TpaH3aKuuin B 3aBMCUMOCTU OT POSN.

e Bo3MOXHOCTb co3gaBaTb pasHble nynbl C  akTMBaMn [Ond  Co3gaHus
NPOU3BOAHbLIX (PUHAHCOBbLIX UHCTPYMEHTOB.

e Bo3moOXHOCTb  npegocTaBnsaTb  NIMKBUOHOCTb  MpoTokonam  DeFi
BO3MOXHOCTbIO BO3BpaLLEeHMa ANBUAEHO0B NoTpedbuTenam.

e BO3MOXHOCTb MHTErpaumm MAaTeXHbIX LWA30B U yCryr (C BO3MOXHOCTbIO
BHECEHWs/BbiBOA4a (PUATHOM BanioTbl, @ Takke obMeHa ee Ha KpUnTo unu
UM POBON aKTUB).

e BO03MOXHOCTb NOMNyYEeHUS KPUNTOBASOTHBIX 3a1IMOB.

BoamoxxHOCTbL 0O6MeHa mexay hmaTtom 1 KpunToakTMBamu.

e Bo03MOXHOCTb BbIfycka KapT C NPUBA3KOW K KPUNTOAKTUBAM.
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e APl ANsi IHTErpaumm ¢ CyLLEeCTBYOLUMN CEepBMCaMU U APYTUMN YCITyramu.

[laBanTe pacCMOTPUM OCHOBHbIE apPXUTEKTYPHbIE MPUHLMMBI KPUNTO Aeno3vtapus
Lockton Finance:

[MbkocTb: MMOKOCTL 3aknyaeTcsa B pasgeneHnn npoueccoB B y4eTe: yrnpaslieHne
MWOEHTUYHOCTbIO, ynpaBJyieHNe akkayHTaMiu, nepeagada m 0BMeH aKTMBOB, ynpaslieHne
ponamm, ynpasrieHne XM3HeHHbIM LUKITOM TOKEHOB U BHeCeHne/cHATHe cpencrts. Bce
3TN npoueccCbl BbINONMHAKTCA HE3aBUCUMbIMU MOOYIAMU N MOTYT ObITb HaCTpPOEHbLI
yepeld perynmpyemblie LWABGNoOHHbIEe CMapT-KOHTPaKTbl, KOTOpble nogaep>XuBaet
nnachopma. Co4yeTaHne 9TUX NOAXOAOB MO3BONSET NErKo MHTEerpmnpoBsaTtbCA C
cywecTByrowimMmn yHacreagosaHHbIMY CUCTEMaAMMUN.

BesonacHocTb: CekpeTHble OaHHble Monb3oBaTens HUKOrda He nepenalrTcs Ha
cepBep. Cuctema no3BonseT B3auMoaencTeme, Npn KOTOPOM Monb3oBaTenu HuKoraa
He nepenaroT CBOM CEKpPEeTHbIe AaHHble (HanpuMep, Naporb) cepBepy. ATO O3HAYaeT,
YTO KOMMpOMETALMS 3TUX OaHHbIX BO BpPeMsl CETEBOM Nepedayu, a Takke yepes
B3MIOM KITHOYEBOr0 cepBepa, uckniodeHa. CnegosaTenbHo, Briagenel nnatdopmbi
Gorblle He HeceT OTBETCTBEHHOCTU 3a PUCKM, CBSA3AHHbIE C XPAaHEHNEM CEKPETHbIX
[aHHbIX MNOMb3oBaTens, a Takke HeT HeobxoOAMMOCTM pacxodoBaTb Pecypchbl Ha
obecrneyeHve OOMONHUTENbHON GEe30MacHOCTM CBA3aHHOW C nepedadeint CeKpeTHbIX
AaHHbIX gocTtyna. CoctosiHe GanaHcoB nonb3oBaTenen MOfHOCTbIO 3aBUCUMT OT
BbIMOMHEHHbIX TpaH3akuuii. MocKonbKy BCe TpaH3aKUMU WMHULIMMPYIOTCA CaMUMM
nonb3oBaTensMM C MOMOLLBIO KpUNTorpaduYecknx Kroden, 3royMbILLNEHHUK He
CMOXET M3MEHUTb OMNOKYelH 3anucu, Oaxe MMest MOMHbIA A0CTYN K OAHOMY M3
CepBEepOB, e€ XPaHSLLMX.

AyantocnocobHocTb: CUcTemMy ydeTa BO3MOXHO ayaAUTMPOBaTh B pearilbHOM BPEMEHMN
He3aBNCUMOW CTOPOHOW 24/7. B yacTHOCTW, ayguTopy MOXET ObiTb NpefocTaBneH
y3en ¢ BrIOK4ENHOM, CUHXPOHU3NPOBAHHLIM B pearibHOM BPEMEHMU, N aBTOMATUYECKU
(c ncnonb3oBaHneM cneLmann3mpoBaHHOro NPorpaMmMHoro obecneveHns) NpoBepPUTb
NpPaBUNbHOCTb TEKYLLINX NPOLIECCOB.

AgantmBHOCTb: CuUCTEMa noadepKuBaeT aganTMBHOE YynpaBrieHne paspeLleHusiMu,
KOTOpOEe OTHOCUTCH KaK K Monb3oBaTensM, Tak WU K aaMuHUcTpaTopam. YPOBHWU
AocTyna MOryT ObiTb MOMHOCTbIO HACTPOEHbl AN KaXAOW Y4YeTHOW 3anucu B
COOTBETCTBUMN C (haKkTopamu, KOTOpble Pperynvpyet agMUHUCTpauusi nnatgopMbl
(Hanpumep, cTpaHa, Bo3pacT, Aoxod4 W T. A.). 3To NO3BOMsieT aganTMpoBaTb
OGU3HecC-NorMKy CcucTeMbl B COOTBETCTBMM C 3aKOHOAATENbCTBOM  KOHKPETHOM
HOPUCAMKLNN.

Llenesass ayautopusi: CyllecTBYeT MHEHME, 4YTO NoAWM, Mano MoHWMawlme B
KPUMNTOaKTMBAX, HO >Xenawwue uUx npuobpecty, B NepByl odyepedb obpatsaTcs K
NMULEH3MPOBAHHOMY  WMHCTUTYLMOHanbHOMY onepartopy. Llenesas ayautopusi
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BKNo4aeT B cebsf pPO3HWMYHBLIX MNONb3oBaTernen, MHBECTOPOB, KOPMOPATUBHbLIX
KnMeHToB, ITO, doHAbl, OMpXW, a Takke TpaauUMOHHble GaHKM M (PUHAHCOBbIE
opraHu3auuy, CTPEMSILLMECS PacLUMPUTL CBOK (DYHKLIMOHANbHOCTL B HanpaeneHuu
paboThl C KpUNTOAKTUBAMM.

®yHKLUMOHaNbHOCTL: Lockton Finance npedocTaBnsieT psag yHKUMIA, BKOYas BbiMyck
N  NepBMYHOE pasMelleHne KpUNTO  akTUBOB, [Eno3uTHble  MNpPorpammbl,
MHOFOYPOBHEBOE XPaHEHWE, KPUMTOBAamOTHblIe 3aliMbl, TOKEHM3aLUUs aKTUBOB WU
aBTOMaTM3MPOBaHHbIE MOAynM KpunTo/cpmaT BBOAa/BbIBOAA C HACTpaMBaeMbIMU
NUMUTaMMN.

OcobeHHOCTM © npeumyllecTBa Lockton Finance COOTBETCTBYHOT CTaHgapTam
TPaaUUMOHHBLIX (PUHAHCOBLIX MHCTUTYTOB, npeanarass MHOrMOYPOBHEBbLIA AOCTYMN K
aKkTMBaM, (hparMeHTUPOBAHHOE XpaHEHNE, BbICOKYIO CTENeHb rMOKOCTH 1 penyTaumto
NHCTUTYLIMOHAIbHOIO YYpEXAEHUS, CMOCOOCTBYHOLLYIO ObICTPOMY BbIXO4Y Ha PbIHOK U
6Ge3onacHyto, yHMBEPCanbHYO PbIHOYHYIO HULLY.

3.1 ApxuTekTypa

Lockton Finance 3TO nnatdgopma, XapakTepusyloLencss BbICOKOW MOAYIbHOCTbIO
CUCTEMbI, UCMONb3ys  apXUTEKTYpy  MUKpocepBucoB. [natdopma  KpunTto
AenosnTapus AenuTcsa Ha [Ba OCHOBHbLIX KOMMOHEHTa: MNOrvKy, OCHOBaHHYI Ha DLT,
(Node), obpabaTbiBatoLmiA KntoYeBble (PYHKUMM, TakMe Kak ynpaBrieHne TokeHaMu u
pacnpegeneHve, ynpasneHve npaeamv U T. AO., U BCMNOMOraTenbHble MOAYMu,
cBsA3bIBatoLLMe DLT ¢ BHELLHUMW CUCTEMaMU U XpaHEeHUeM JaHHbIX NoNb3oBaTens.

3.1.1 Node

Node, KnO4eBON KOMMOHEHT nnatdopmbl, obpabaTbiBaeT TpaH3akuuu, ynpaBnsaeT
NCTOpPMEN 1 NpeaniaraeT AOCTYMNHbIA APl Ans B3aMMoAencTBMs C AaHHbIMW BriokyenHa.
OH cocTouT 13 aByx mogynen:

Core — 3TO pennuuUUpyeMblii aBTOMaT COCTOSIHWI, KOTOpLIA MoadepXKusaeTt
NOKanbHY KOMWI0 KpunTorpaguyeckoro peectpa u obpabaTbiBaeT TpaH3aKuun Ha
ero OCHOBEe MO COrfacoBaHuWio ¢ Habopom oaHopaHroBbiX y3roB. OH peanuayet
npoTokon deaepaTMBHOrO KOHCEHCYCa U OTBEYaEeT 3a Y4eT TOKEHOB U ynpasreHue
ponsMMm.

KnuneHtcknin cepsep REST API. OH OeWCTBYET Kak WMHTepdenc mexay sapom wm
NpUNoXeHNAMK, KotopbiM Tpebyetcs goctyn K cetu. OH nossBonser OTnpasnsTb
TpaH3akuMm B CeTb, NPOBEPATb COCTOSIHWE CYETOB W MNPOCMaTpuBaTb WUCTOPUIO
TpaH3aKumi.

3.1.2 BcnomorartenbHble mMoaoynu
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OTM Moaynu CBA3bIBAKOT OfOKYEVH C MPUMOXEHUSMU BHELUHEro Mupa, Kaxabii
OTBEYaeT 3a pasfnUyHble MPOLECCHl, TakKMe Kak BHELUHME WHTerpauun, nnaTteXxHble
CUCTEMbI, BUPXKK, MPOBEPKY NMUYHOCTU U T. 4.

3.1.3 Mogayrb MHTerpaumm cepB1coB

OT0T Habop Moaynen CnyxXmT MOCTOM Mexay nybnuyHeiMu 6nokyerHamu, baHkamu,
nnaTteXHbIMU WA3aMNU 1 BupXKamu, OTpaxkasi onepaunn, Takme Kak Aeno3uThbl,
CHATME cpencTB M konebaHust KypcoB B Apyrmx cuctemax. OH BKNoYaeT B cebs
cuctembl CRM, ERP, SCM; KYC;, yBegoMneHusi O COObITUSIX; OTCNneXuBaHue
B3aUMOAENCTBUA U T. A.

Apyrue Mmoaynu, cea3blBatoLLMecs ¢ yanamm Yyepes API:

e Moaynb MOHUTOPUHIA — 3TO MHCTPYMEHT peanu3aunun MOHUTOPUHIa BCEN
CUCTEMbI B peasibHOM BpeMEHM.

e Moaynb OTYETOB — 3TO MHCTPYMEHT, KOTOPbI NO3BOSSIET CO34aBaTb OTYEThI
Ha OCHoBe MHdopMaL MM, COBpaHHON C MOMOLLIbIO APYroro MOAY S,

e dannosbIt MOAYIb XPaHEHUS OAHHbIX.

e Mogynb cepBepa Krtoyen — 9TO UHCTPYMEHT, KOTOPbIN NO3BONSET
reHepMpoBaTh HOBbIE Napbl KNOYen A58 nonb3oBaTenen u XpaHUTb UX.

External Reporting
monitoring service
gateway

Authentication
mechanism

Policies

Alert
mechanism

External
system

nodes

API
gateway

/X
2 -
: n =2

Wheights \
RBAC V

Permissions Backup

Hot wallet

Kay storage Cold wallet

component

Admins HSM

MULTISIG
YnpaBneHue knroyamm
4.1 [apbl KNHOYEN U yYETHbIE 3anucu

Bce yuyeTHble 3anuMcyM UWOEHTUPUUMPYIOTCS OTKPbITbIM KMKYOM U, MO CYTH,
npeacTaBnsioT coboM YacTb AaHHbIX, XpaHsALWMXCA B peecTpe. Bce ocTanbHble
AaHHble B PEECTPe, TakMe Kak aKTUBbl, NPeanoXeHnss Unu AaHHble KYC, CBA3aHbl C
YYETHBIMU 3aMNNCAMW.
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Bec kniova onpegensieT ero ypoBeHb AOCTyna ANs UHULUMPOBAHUS KOHKPETHOWN
onepauuun. Bec Heobxoamm ans onpegeneHns nopora BbINONIHEHUS onepaLmn.

4.2 PaspelueHns

[na coBepweHns onepaunn y BCEX YYETHbIX 3anucen CyulecTByeT Habop
paspelweHun. PaspelueHnss HacTpamBalTCA agMuHUCTpaTopamMum M MoryT ObiTb
HaCTPOEeHbl ANA KaxdoW OTAEeNbHOM YYEeTHOM 3anucu (3TO Takke OTHOCUTCA K
agMUHUCTpaTopaM, KOTOpble OOMKHblI MMETb COOTBETCTBYIOLLUME paspelueHus aAng
HACTPOWNKMN paspeLleHnin Apyrnx yyeTHblx 3anucen). Kak n nwobas gpyraa cucrema,
Lockton Finance TpebyeT OT nonb3oBaTtenen perncrpauumn m astopusaumu. OgHako
pelualoLee pasnmyne 3akno4aeTcs B crieyoLmx acnekrax:

e [laponb HMKOrga He NoKMAaeT YCTPOMCTBO Nomnb3oBatens. 3NnoyMbILLNEHHUKY
HET CMbicna NpocnyLMBaTh 06LLEHMEe NONb30BaTeNs C CepBEPOM (HUKaKune
KOHMAeHUManbHble AaHHble HUKOrAAa He NepenarTcs).

e CepBep He XpaHUT KOHUAEHUMANbHbIE/YYBCTBUTESbHbIE AAHHbIE
nonb3oBatens. KoHpunaeHumanbHble JaHHbIe Nonb3oBaTtenen bonbLue He
HaxoOATCA NoA yrpo3oun yTedku. HeT ayTeHTudurkaumm no naporsio, ogHaKo
nopsaoK AENCTBUI NONb30BaTENS OCTAETCA NPEXHUM: BBEAUTE NAPOSb.

e KomnpomeTaums 6a3bl gaHHbIX 6eccmbicneHHa. IHopmauuns, nepegaBaemas
N XpaHsiLLascs Ha cepBepe, He NpeacTaBnNsAeT LEHHOCTHN Ans
3M10yMbILLNIEHHMKA, NOCKONbKY OHa 3alumMdpoBaHa Krnodamm, U3BECTHbIMMU
TONbKO NOfb30BaTeN!to.

e Knioum xpaHaTCcsa Ha cepBepe, HO 4OCTYN UMEET TONbKO Nonb3oBaTens. Cepsep
SIBNSAETCS BCErO MLLb XpaHUTenem 3awmndpoBaHHbIX KNtoven, paclumdposaTb
KOTOpble MOXET TOMbKO NoNb30BaTesb.

XpaHeHne [aHHbIX KYen Ha yaaneHHOM cepBepe MO3BONSET MNofb3oBaTento
yAoOBHO Nony4nTb JOCTYN K CBOUM Krtodam B noboe Bpemsa u ¢ ndoro ycTponcTaa,
UMerLero COOTBETCTBYILLee nporpaMMmHoe obecneyeHne. BaxHo, 4TO AaHHble
KIoyenm  xpaHatcs B 3awmdpoBaHHOM  Buae, a  WwWudpoBaHWe  OOSHKHO
OCYLLIECTBINATLCA HEMOCPEACTBEHHO Nonb3oBaTerneM. Takke B criydae ataku JaHHble
Kniovya He 6yayT CKOMMPOMETMPOBAHbLI, €CAM UCMONb3YETCA CEKPET, U3BECTHbIN
TOSTbKO MOMb30BaTento.
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Client Server
:] 1. Encryption of key data (container creation)

2, Transfer of encrypted container

3. Storage of container [:

[MpoTokON nNpedycmatpyMBaeT reHepaumilo Krwya WudpoBaHUsa U3 cekpeTa
nonb3oBatens. [Jna aToro cuctemMa ucnornb3yeT PyHKUUIO OOQHOCTOPOHHEN reHepaunn
Knto4yen, kotopasi N(pMHMMaEeT Ha Bxod Habop napaMeTposB.

Takum obpasoMm, TONbKO CTOPOHLI, obnagarLlme CekpetoM, MoryT paclmdgpoBaTtb
KOHTENHEeP M NOMNy4nTb AOCTYMN K AAHHBIM KITHOYEN.

[Mocne ycnewHon ayTeHTUdUKauum cepeep OTrnpaBnaeT 3amndpoBaHHbIN KoLlenek
nonb3oBaTento, Mosnb3oBaTenb paclM@pPOBLIBAET €ro, WCNONb3yst CBOW  KIIHOM
LWNppoBaHNA (CreHepupOBaHHbLIWN NyTEM BBOAA Naporis FIOKanbHO Ha YCTPOUCTBE) U
nonyyaeT 4OCTYMN K CBOUM Krodam. ABTOpm3auus 3aBepLueHa, 1 nofb3oBaTesb roToB
NCnonb30oBaTh CBOM KMOYM ANA NOANUCK AaNbHENLINX Oonepauunn, KOTopble OH XOTen
Obl BbINOMHUTL B CUCTEME.

4.3 Pe3epBHoe KonupoBaHue

Mepbl 6e30MacHOCTU MOTYT BKIOYaTb Pe3epBHOE KOMUPOBaHWE KIKYEN, Hanpuvep,
creayoLmm obpasom:

CDOpMI/IpyeTCFI HOBbIN CeKkpet, C NOMOLUbKD KOTOPOro UJI/IC*)pyIOTCFI KIto4un
MynbTUNoaAnmcu.

CekpeT pacnpegensetcs Mmexay 3 pasHbIMW y4acTHUKaMKU NO CXxeme pacnpeneneHuns
kntoven Agn-LLlamupa (agmMuHucTpatopsl 1 Bnagenew) ¢ HeobxoanMbIM NOPOrom 2 13
3. 3awmdpoBaHHbIE KINIOYM XPAHATCA B HECKOSbKUX XpaHUuLLaXx.
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p Encryption
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5 Master ke -
et i Y Digital
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B aTtom cnyyae, ecnu oguH W3 agMUHUCTPATOPOB MOTEPSIET 3aKPbITbIA KOy,
Brageney, CcucTeMbl MOXET CreHepupoBaTb OOLUMA CeKpeT (C YacTbi CEeKpeTa,
npeaoCcTaBneHHOro ApyruM agMMHUCTPATOPOM) M paclunmdpoBaTb C €ro NMOMOLLbH

HeobxoanmbIn  knod. [locne 3TOro MOXHO CreHepupoBaTb  MYyMbLTUNOANUCH U
pa3bnoknpoBaTtb CpeaCcTBa.

4.4 AKUeHT Ha 6e3onacHocTH

KpuntokactoamnanbHble CEpPBUCbI MMEKT Oeno C KPUTUYECKON HeoOXOAMMOCTbHO
6Ge30onacHOro XpaHeHusi KIl4Yem W BOCCTaHOBNeHMst goctyna. [laHHble cepBUCHI
COXPaHSIOT MOMHbIA KOHTPOMb Hag KpunTorpaduvyeckumu KIvamu n ynpasnsioT
MexaHn3mMamMmn B3anMOAENCTBUSA C KnueHTamn. MHMuumpoBaHue TpaH3akumm Tpebyet
3anpoca KnueHTa, KoTopbin obpabatbiBaeT cnyxba, a Kpunto Aeno3utapun
NoANMCbIBAaeT OKOH4YaTeNnbHyt TpaH3akuuio. Kpunto penosutapuii BbICTynaer B
KayecTBe ©0e30MacHOro XxpaHunuwa Ans 3HavyuMTeNnbHbIX CPEACTB, WUCMONb3ys
MHOroaTanHble npoueaypbl OocTyna. HecmoTpsi Ha TO, YTO KNUWEHTbl nepeaaroT
NPSAMOKN KOHTPOSb Ha akTMBaMu, 3TOT NOAXOA OKasblBaeTCs aPPEKTUBHBIM MO psay
MPUYKH:

e Bhicokasa 6esonacHocTb kntoyen. Cnyxba KkpunTo genosntapus
HenocpeaCcTBEHHO cneunannanpyeTcsa Ha obecnedvyeHmm 6esonacHoOCTH
XpaHUMbIX Krtoyven. Hawa cnyx6a ncnonb3ytoT HSM 1 MexaHnam
MynNbTUNOANUCK, YTOObI MMHUMU3MPOBATb PUCKM B3NoMa 1 cOoeB.
[ononHuTenbHble MeXaHM3Mbl PE3EePBHOMO KONMUPOBAHWUS UCKITHOYAKT PUCKN B
cnyyae oTkasa cepBepa B 00CNy>XMBaHUKN U T.N.

e [lpocToi MexaHn3M BOCCTaHOBMNEHUS OCTyna nonb3oBaTenei. MNoteps
naponewn (Mnu Yero-To eLle B 3aBUCUMOCTM OT TOr0, KAKON MeXaHU3Mm
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ayTeHTUdUKaL MM NCNonb3yeTcsl) He BNUSIET HA NOTEPHO A0CTyNa cepBumca K
Krnto4am.

e B03MOXHOCTb perynmpoBaHusl Ha BCex atanax paboTbl u npocToTa
NOAKITHOYEHUSA CPEeACTB MOHUTOPUHIA. [OCKONbKY Kaxkaas TpaH3akumst AoMmkKHa
ObITb NOANMCaHa KacToAMaHOM Ha OCHOBaHUK 3anpoca, Noly4YeHHOoro oT
YYETHOWN CUCTEMBI, Ha NOOOM 3Tane noaTBepXAeHMs 3anpoca (B cnyvae
BO3HMKHOBEHMSI MOA03PEHNIN) OHA MOXET ObITb OCTaHOBNEHa 1 obpaboTaHa
BPYYHYIO OTBETCTBEHHBIM aAMUHUCTPATOPOM.

Pernctpauus u aBTopusaums nonb3oBaTens u agMMHUCTpaTopa
5.1 Pernctpaums nonb3oBatens

Monb3oBaTenu NPOXoaaT NPoLECcC perMcTpaunm, aHanorMyHbIN TpaanLMOHHBbIM
oHnaunH-nnaropmam. OHM NpeaocTaBnsAT TENEdOHHbIN COTOBLIN HOMEP,
3NEKTPOHHYI0 MOYTY, Naporib U NOATBEPXAAT perncrpaumo. HecmoTtps Ha TO, 4YTO
nonb3oBaTens NPoCAT NpoAenaTb A0BOSbHO NPOCTYHO paboTy, TEXHUYECKas YacTb
npouecca J0BOSIbHO CNOXHA.

oo <
. 3
: ™

1. Request

2. KDF-parameters transfer

3. Cipher Key derivation

4. Container creation

5. Wallet ID formin, g

6. User ID, salt, KDF-parameters, Wallet ID and container transfer

7. Storage received data

Pernctpaumst o6bekta nponcxoguT crneayrowmm obpasom:

e (Ob6bekT oTNpaBnseT 3anpoc Ha perucrTpauuto Ha cepeep. Cepep oTnpasnseT
o6bekTy kdf-napameTpsbl.

o OObeKT reHepupyeT 3Ha4YeHMe CONK 1 KoY LWMGPOBaHUS KOHTENHEpa.

o OObeKT WMdpYeET KNoYeBble AaHHbIe (T.€. co3aaeT KoHTenHep) O6bekT
opmupyet 3HadeHune Wallet ID

e OObeKT oTnNpaBnseT Ha cepBep 3alMdPPOBaHHLIN KOHTENHEP U criegytoLlme
3Ha4YeHus: naeHTUduKaTop Norb3oBarerns, cosb, NnapameTpbl kdf,

M,D,eHTVId)I/I KaTop KoLuesibKka.

e CepBep CoxpaHsieT Nony4eHHble gaHHble. [Nonb3oBaTenb 3aperncTpupoBaH.
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Monb3oBaTtenb NPOXOAUT PErMcTpaumio 1 ayTeHTUUKALMIO, NPY 3TOM AOMKHA ObiTb
obecrneyeHa KoHUAEHUMANbHOCTbL W LENMOCTHOCTb NepedaBaeMbiXx Ha cepsep
AaHHbIX. 3Ha4YeHne naeHTudmrkaTopa Kolernbka reHepupyeTcs Ha OCHOBE 3HaYeHUs!
Krova LWngpoBaHMS KOHTeMHepa. [ns reHepaumu 3HadYeHust maeHTudumkaTopa
KoLLenbka MUcnonb3yeTcst KpunTorpadmyeckas xew-yHKLUNS.

Mpw perncTpaummn cekpeT nonb3oBaTens obpabaTbiBaeTcsl TONBKO HA Ero YCTPOWCTBE
N HAKOTj@ HE COXPaHSETCS Ha CepBepPE 1 MO3TOMY HE MOXET ObITb YKpaZeH npu
nepeaaye rno cetv (NOTOMY YTO OH He NepeaaeTcs No CETH) UK B pesynbTraTe ataku
Ha cepBep. Vicxoas 13 npyMBeAeHHbIX Bbllle AaHHbIX, HAOEXHOCTb A0CTYNa K aKKayHTY
nonb3oBaTens — NnofHas OTBETCTBEHHOCTb NOMb30BaTENS.

5.2 ABTOpMn3auus

Kak yxxe Gblno ckasaHo, Naponu nonb3oBaTeneil HUKorga He 3aTparnealoT cepBepbl
HV BO BPEMS aBTOpU3aLum, HY Korga-nnbo eLue.

OT1OoT npoTtokon obecneynBaeT MeToa ayTeHTudmkauum obbekTa ¢ nocnegytoLlen
aBTopu3aumen. B aToM cnyyae cepBep ayTeHTUdMKaUUWM CHUMaeT C cebsd
OTBETCTBEHHOCTb 3a Ge3onacHoe xpaHeHue u obpaboTky naponen nonb3oBaTenen.
HapyweHne 6e3onacHOCT cepBepa XpaHEHUS KINKYEN HE CTaBUT NOA Yrpo3y Kioumn
W Naposnv nornb3oBaTernen.

fow
.

Client Server

V7T s

1. User ID transfer

2. KDF-parameters and salt transfer

3. Cipher Key derivation

4. Wallet ID forming

5. Wallet ID transfer

[Wallet ID not matches]

6. Reject

[Wallet ID matches]

[2FA hasn't been configured]

7.1. Container transfer

[2FA has been configured]

7.2. Need additional confirmation (email or phone number)

Request confirmation

Container transfer

8. Container decryption
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BmecTe ¢ TeM, HacToATENbHO PeKOMeHOYeTCA UCNoNb3oBaTh 6e3onacHbIi kaHan ans
nepenayn BCeX AaHHbIX OT KNMEHTa Ha cepBep W obpaTHo. Takke pekoMeHayeTcs
obecneynTb LIENOCTHOCTb NepeaaBaeMbiX COOOLUEHMI (Hanpumep, UCronb3oBaHue
MAC B cny4ae ycTaHoBneHusi 6e30nacHoro kaHana (o6LLUMIA CeKPEeT U CUMMETPUYHOE
LUncpoBaHNE) MEXIY KIMEHTOM 1 CEPBEPOM).

5.3 \ameHeHune/BoccTaHOBIIEHNE NapOosis

besonacHocTb napona nMeetT nepBocTteneHHoe 3Ha4eHune, rnoCcKoJibKy OH Heobxoaum
Onga redepauun Kro4a LIJI/I(*)pOBaHI/IFI. Ecnu nonb3oBatenu TEPAT U 3abbiBatoT
cBom Nnaporsb, OHU TEPAKT AOCTYIN K KIHOYYy.

MockonbKy cepBep He 3HAeT naposfb Mornb3oBaTens, npoueaypa BOCCTAHOBIEHUS
naponsi NPOUCXoAWUT C MOMOLLbIO MOBTOPHOM npoueaypbl KYC, nocrne npoxoxaeHust
KOTOpoW naponb OyaeT BOCCTAHOBMNEH. OTO 03HAYaET, YTO CTapble KIHYKN yaansawTes
(BMecTe C UX BECOM M paspeLleHUsIMU), FTeHEpPMPYETCS HOBbIA KMk, Ansi HOBOIO
Kro4a YycTaHaBnMMBalOTCS paspelleHus U BeC, U BHOBb CO3[aHHbIN Kollernek
LundbpyeTcs € NCnonb3oBaHWEM HOBOTO MOSb30BaTENIbCKOro Napons.

anaBneHMe Y4YeTHbIMU 3annucamMmn

Y4yeTHaa 3anucb SBMSIETCA OCHOBHOW eauvHWUen Ha nnatdgopme ynpasneHus
akTuBamun. Kaxgas onepauusi B y4eTHOM CUCTEME CBsi3aHa C YYETHOW 3anuchbio,
KoTopasa ee uHuummpoBana. Kaxabii nonb3oBaTtenb B cUCTemMe obrnagaet napou
KnoYen: nyonuyHbIM KNKOYOM, KOTOPbLIM OEWCTBYET Kak MAEHTUdUKATOP YYETHOWN
3anvcu, U NpuBaTHLIM KIKOYOM, KOTOPbIA daeT OOCTYN K BbIMNOMHEHUIO onepauun B
cucteme. Kaxxgasa yyeTHas 3anmcb cBs3aHa C KOHKPETHOM POSibio, KOTOPYH OHa MOXET
BbIMOMHATb B Y4ETHOW CUCTEME.

Bce onepauuu, cBsizaHHbIE C YY4ETHOW 3anucblo — co3faHue, OOHOBNeHune, yaaneHve
— TakKe WHULUMUPYIOTCA TpaH3akuMsaMW M MNOAMUCHIBAOTCA Mnofb3oBaTtenemM C
COOTBETCTBYOLLUMMU paspeLLEeHNAMMU.

Ponb Ha nnatdopme ynpaBneHust akTmBamu npencraBneHa Habopom [OCTYMHbIX
onepaumn. MakcMmarbHOe KONMYeCTBO ponen Ha nnatgopme MOXET ObiTb paBHO
obLemMy Yncny BO3MOXHbIX onepauun, npuyeM Kaxaasi porib B CUCTEME UMEET CBOM
cobCTBEHHbIN ID.

Mpn co3gaHuUM y4yeTHOW 3anucu aaMUHUCTPATOP YKa3blBaeT poflb, KOTOPYHO
COOTBETCTBYHOLAA YyYeTHAs 3annCb MOXET BbINOMHATL. [1ockonbKy y 6onblUMHCTBA
nonb3oBaTenen B CUCTEME [OXOXMWe paspelleHus (Hanpumep, OObIYHbIN
nonb3oBaTeNlb MMEET pa3peLleHns TONbKO Ha nepeaady n obmeH akTMBOB), NOAX0[ Ha
ocHoBe pornen bonee apdekTMBeH U MeHee 3aTpaTeH, YeM pyyHas HacTpoKka
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paspelleHnn ONns Kaxagown OTAeSfIbHOM YyYeTHOM 3anmncu (XOTS aTa (PyHKUMA Takke
nmeetcs).

YnpaBneHue ponamu
6.1 RBAC - Role-Based Access Control

B Hawem nogxode Mbl ucnornb3dyem Mogenb RBAC gns nonyyvyeHus goctyna K
CUCTEMHbIM yCriyram: Ans Kaxgon co3gaHHOM B CUCTEMe ponu onpeaensietca Habop
paspeLueHnn, MIMMUTOB U T. 4. KaxxaoMy y4acTHUKY nnaTtdopmbl NpucBanBaeTcs ogHa
M3 CYLIEeCTBYIOLWMX ponen (nocre pernctpaumm u MNpoxXoXAeHna npouenypbl
naeHTudrkauum), nocne 4Yero AnNs KOHKPETHOW LeneBOM YYeTHOW 3anucu
Ha3Ha4yalTCcH Bce crneumunyeckmne nonmTmku.

\
9

: /)

-

3

User A Role Key

Administrator

A~ »
5 sl
_ < & - )
“ "‘\ Pl
User Role Key
\ User Role Key

6.2 TuNbl y4ETHbLIX 3anucen

Bce yuyeTHble 3anuMcu MOXHO pasgenuTb Ha [ABa Tuna: agMUHMCTPaTopbl U
nonb3oBaTten. AOMVHUCTPATOPbl NMPUHUMAKOT PELUEHUSI MO HACTPOMKE CUCTEMbI U
ycTaHoBKe BM3Hec-NpaBur, a Takke NPOBEPSIOT Nofb3oBaTenen U NpeaoCcTaBnsoT UM
npasa (pa3pelleHnst) Ha BbINOMHEHWe onpeaeneHHbIX AeNCTBUiA Ha nnartdgopme.
Monb3oBaTenu MCNonb3ylT (YHKLMOHANbHbIE BO3MOXHOCTU CUCTEMbI, BbIMOMHANA
onepauun, Ha KOTOPbIE Y HUX ECTb pa3peLLeHme.

6.3 [Npouecc pacnpeneneHuns paspeLleHnin Ha nnatgopme

Ha nnatdopme ynpaBrneHns akTMBamy W3HAYanbHO CYLUECTBYET TOMbKO OAHa
yyeTHas 3anucb, [MaBHas Yy4yeTHas 3anucb, KOTopas WMeEEeT paspelleHuss Ha
BbINOMHEHME BCEX aAMUHUCTPaTMBHbLIX onepauui Ha nnatgopme. HavyanbHoe
pacnpegeneHve pone B CUCTeMe MoAapasyMeBaeT pacnpederieHne pone
CUCTEMHbIX aMUHUCTPATOPOB; NX pa3peLLeHMs MOTYT OTNNYaTbLCS, HO, TEM HE MEHee,
[I0IKHbI OXBaTbiBaTb BCE aAMUHUCTPATMBHbIE OMnepaLun B CUCTEME.
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pvs — e
Master Asset Admin User Signer
account Management account account

Platform

1. Transaction (create admin
account with permissions for
users management)

Admin account creation

Account with permissions for

user mamagement
B

2. Transaction (create user

account with permissions for
asset transfer and exchange)

User account creation

Account with permissions for asset transfer and exchange
....................................................................... )

3. Transaction (create signer with only transfer permissions,
weight = 1000)

Add signer to the user account

Signer with permissions for transfers, weight = 1000
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, )

4. Transaction with transfer operation

5. Transaction with exchange operation

6.4 AOMUHUCTpaTOopPbI

Ha nnatdopme Lockton Finance, MOXXHO HacTpOUTb KONMYECTBO aAMUHUCTPATOPOB,
Habop OOCTYMHbIX KAXXOOMY aAMUHUCTPATOPY pa3peLLeHnii 1 BEC, KOTOPbIN Y KaXXA0ro
agMUHUCTpaATopa eCTb  Npu  NpedocTaBneHun  paspeLleHHOW — onepauuu
(MyneTMnognuce). KaxgoMy agMUHUCTpATOPy BblAAETCS KoY, KOTOPbLIM MO3BONSET
BbINONHATL  TOMbKO CTPOro  ornpefeneHHbln  Habop onepauui  (Hanpumep,
yTBEPXAEeHMEe/OTKIIOHeHNe 3anpocoB KYC nonb3oBaTternen n3 onpeaeneHHoro permoHa
+ YCTaHOBKa KOMUCCUN).

6.5 Y4yeTHbIe 3anucu

YuyeTHble 3anucu SIBNSAOTCA LEHTparbHOW CTPYKTYPON AaHHbIX Ha nnaTtgopMme.
Kaxgas ydyeTHass 3anucb MMeeT KpunTorpaduyeckme Knwum (C UX BEcoM),
paspelleHus, NpeacTaBnsoLlme, Kakme onepauumn MoryT ObiTb BbINOMHEHbI, U Kaxkaas
y4YeTHas 3anucb CBsidaHa C onpeaeneHHon porblo, KOTOPYID OHa MOXET BbIMONHATb B
yYeTHOW cucTeme.

26



YnpaBneHue TokeHamMu
7.1 Kn3HeHHbIN LUUKI1 TOKeHa

JKN3HEHHbIN UMK TOKEHa CcocTouT K3 crneagyiowmx atanoB: CosgaHue,
MpenBaputenbHbIN BbiNycK, Beinyck, MNepenayva, XpaHeHue, NoraweHue.

7.1.1 Co3pgaHue

Ha atom aTtane TOkeH He MOXeT ObITb NpodaH WNu nepedaH, NOTOMY YTO OH
hakTU4Yeckn He cyLlecTByeT. ATO NPOCTO 0ObSABNEHME O AeTansiX TOKeHa: Ha3BaHue,
MaKCMManbHOe  KONMMYeCcTBO  BbIMyCcka, paspelleHusi, Heobxoaumble  Ans
B3aVMOAENCTBUS C 3TUM TOKEHOM.

7.1.2 lNpeaBapuTenbHbIN BbIMYCK

Mocne aTana npeaBapuTENbHOIO BbiNycka hakTUYeCKne TOKEHbI CYLLECTBYIOT, HO UMW
HMKTO ele He BnageeT — OHM Bce 3abnokMpoBaHbl Ha CMapT-KOHTPAKTE.
MpeaBapuTenbHbIA BbIMYCK MPOMCXOAUT OO aBToMaTU4yecku, NMbo Bpy4YHYHO, C
ncnonb3oBaHWeM OdranH-NMPUIOXKEHUs!, YTO MOBbILWAET 6Ge30nacHOCTb BO BpeMSs
npeaBapuTENbHOrO BbiMycka TOKEHOB 1 obecnednBaeT auBepcudmkaLmio puckos.

7.1.3 Bbinyck

Ha aTtom aTane TOKeHbl BbiNycKalTCs B 000POT, YTO MOXET ObITb BbINOMHEHO NGO
nyTem NpsiMoro BbiNycka, 6o Yepes KpayaNHBECTUHT.

7.1.4 MNepepava

I'Inachopma nogaepxXumBaeTt rnepeadyy TOKEHOB Mofib3oBaTendam nn6o HanpAamMyro
nmnbo nyTemM pasmMmeLlleHna Ha nnowanky nepBUYHbIX HpeﬂﬂO)KeHMIZ.

7.1.5 Toprosens

Mnatdopma noaaepXunBaeT BHYTPEHHWA MOAYMb pasMeLLeHUs, MO3BONSLLNIA
SMUTEHTaM  peanu3oBbiBaTb  BbIMylLlEHHbIE Ha nnaTtdopme TOKeHbl 6es
HeoBX0AMMOCTU UHTETPaLIN C BHELLHMMM OGMEHHBLIMI CEPBUCAMMW.

7.1.6 MNoraweHune

[MorawleHne TOKEHOB — 3TO npouecc BbiBOAa COOTBETCTBYHOLIEro KornnyecTtBa
TOKEHOB 13 06pa|.l.l,eHl4$I.

TpaH3akuun n onepauumn

8.1 MexaHn3mM npoBepKnN TpaH3aKLmin
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Mpn nybnukaumm TpaH3akuum B CETU CUCTEMa [OShKHa MpoBepuTb BCE onepauum,
cofepxalimecsa B TpaH3akumn. [Ina npoBepkn UCNoNb3yrTCH ABa BCroMoraTenbHbIX
moaynsa: moaynb RBAC Account n Mmoayrnb RBAC Signer.

Becb npouecc nNpoBepku TpaH3akuuiA MOXHO onucaTb C MOMOLLbI AuvarpaMmmbi
nocrnefoBaTeribHOCTH,  BKIOYatoWen Cco3daHue  TpaH3akuuy  Mnonb3oBaTenem,
npoBepKy mogyrnem RBAC Account, AarnbHelLyto NpoBepKy moayrnem RBAC Signer u
OKOHYaTEeNbHYI MNPOBEPKY TpaH3aKkuuMW, BeayLlyld K W3MEHEHUSIM B COCTOSIHUU
peecTpa.

TpaH3akum4, cogepxallasi onepauyuto nnarexa:

Hwxe npencrtaeneHa anarpaMmMa nocneanoBateribHOCTU, UNNICTpupyrowas npouecc
NPOBEPKN onepaunn nnartexa Cc ydactnemMm OBYyX YHETHbIX 3anucen: otnpasnTens u
nony4yartend.

@ e (-

()

User Asset RBAC RBAC
Management account Signer
Platform

1. Signed transaction sending

2. Get transaction

2.1. Accounts rules
verification (for each
operation)

3. Get transaction

3.1. Signers rules and
weight verification (for each
operation)

I 4. Transaction approval

5. Transaction confirmation

[Ans ycnewHoro BbINOMHEHUsI TPaH3aKUUM AOMKHbI ObiTb BbINOMHEHbI credyoLme
ycrnoBwsi:

e YyeTHas 3anvcb OTNpaBuTenNs A0/HKHA UMETb NPaBUIOo, pa3peLuatoLlee
nepenady KOHKpETHOro akTuBa.

e [lognucaHT y4eTHOW 3anncy oTnpaBuUTenst A0IKEH UMETb NpPaBuUIo,
paspeLuatoLlee nepeaayvy KOHKPETHOMO aKTUBA.

e YyeTHas 3anucb nosny4atens AoMmkHa UMETb NPaBuUIo, NO3BONSOLLEE el
NPUHMMAaTb NepeaaYn COOTBETCTBYHOLLEIO akTUBA.

e [lonb3oBaTenb MHULMMPYET TPaH3aKLUMIO C onepaumen nnaTtexa, nepeaasas
akTMB Ha B6anaHc y4eTHOI 3anvcu nonyyatens. Moaynb RBAC Account
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NPUHMMAET 1 NPOBEPSIET TPaH3aKUMIO, yoexaasch, YTO y4YeTHbIE 3anucu
OTNpaBuUTENs 1 Nony4aTens UMeKT HeobxoanMble paspeLLeHust.

e Ecnu npoBepku RBAC Account NonoxuTenbHbl, RBAC Signer NpMHUMaEeT Ha cebs
ynpaeneHue, noaTBepxaas, YTo NoanucaHT y4eTHOM 3anmcy oTnpaBuTens
MMeEeT NONTHOMOYMS M OCTaTOYHbIN 06LLMIA BEC NOANNCAHTOB ANst TPAaH3aKL MW,
Mocne ycneLHon NpoBepPKN TpaH3aKUMsa NoATBEPKAAETCS, U COCTOsIHUE
peecTpa 0B6HOBMSAETCA COOTBETCTBEHHO.

8.3 MHTeraLI,VIFI C HeOOXOANMBLIMU NNATEXHLIMN peweHnamMmm n Wwnr3amm

Mnatdopma ynpaBneHnsa akTuBamm nNpuopuTmanpyet OyHKLMM ENO3NUTOB U CHATUS
CpencTB, 4TO TpebyeT Moaynsa UHTErpaumm ¢ BHELWWHUMM cucTeMamn. OTOT MoayIb
BbICTYyNnaeT MOCPEeaHMKOM MeXay nnatopMon U BHEWHUMU (PUHAHCOBLIMU
cuctemamu, obecnevmBas ygobCcTBO Nonb3oBaTenen 3a CYET pasfnnyHbIX cnocobos
nnartexa ansi BHECEHUS U CHATUSA CPEACTB.

MwuHMManbHblEe TDGGOBaHMFI:

MHTerpauma Cc nnatexHbiMM CUCTEMaMKM, TakKMMU KaK KpeOauTHble  KapTbl
(UzCard/Humo/Mastercard/Visa) W 3MEKTPOHHbIE MNMaTEXHbIE CUCTEMbI, TaKxke
HeobxoamMmo obecnevnTb NOMNoNHEHNe KoLlernbka Yepes GaHKOBCKME nepeBoabl.

B cnyvasx TpaH3akumn C UudpoBON BanTOM WU  KPUMTOaKTMBaAMW MOAYMb
WUHTEerpaumMm OTCIEXMBAET BHELWUHWE Y4YeTHble CUCTEMbI, MHULMUPYS BbINYCK WMN
noralleHne TOKeHOB Ha OCHOBE MOJyYeHHbIX JaHHbIX.

BesonacHOCTbL M COOTBETCTBUE CTaHOApTaM:

Mnatcpopma obecneumBaeT 3awMTy [aHHbIX MONb3oBaTenen, C nepegadven
KOHMOeHUManeHOM MHMopMaumMm HanpaMyro OT Monb3oBaTena K CepBucy.
YHuKanbHble naeHTUrKkaTopbl NpeaoTBpallaoT MOBTOPHY0 06paboTky OogHOro m
TOro >Xe 3anpoca Ha genosuTt. NoaTBep)kaeHWe BbiMycka MocTynaeT oT PSIM unn
agMUHUCTpaTopa nnatgopmbl, ayTEHTUHOUUNPOBAHHOIO C MOMOLLLI LIMGPOBbLIX
noanucen.

Bo Bpems BbiBOAa cpeacTB noralieHmMe TOKEHOB NPOMCXOAMT NOCe NosnyvyeHns
CpeacTB Ha BHELLUHUI CYET. Ecnu nnatexHbIn cepBUC OTKITOHAET TpaH3aKUMIo, TOKEHbI
pa3brnokMpyoTca ANs NOBTOPHOWN MOMNbITKA CHATUS.

8.4 MoHuTopuHr, 3awmTa n YnpaeneHne Komuccusmm

lMnatdopma WMHTErpupyeTcs C BHeELWHUMU cryxbamn cobrogeHns HOpMaTUBHbIX
TpeboBaHWI, NPOBEPSAS KaXOyl TPaH3aKLUMIO Ha npegMeT NPOUCXOXOAEHUS CpeacTs
unu nony4varens. OHa MCnonb3yeT NPOTOKOSbI 3aLLMTbl BbICOKOrO YPOBHS, TakMe Kak
MHOrodpakTopHasi ayTeHTudukaums n Kpuntorpaduyeckas noanucb Ans BCeX
TpaH3aKUniA.
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WHCTpYMeHTbl ynpaBneHuss KOMUCCUSIMW MO3BOMSAOT CO3haBaTb WHAMBUAYalbHbIE
npaBuna HanoXeHWs KOMWCCUWA C napamMeTpamu AOfns CYeToB, akTUBOB U TUMOB
onepauun. Komuccun moryt ObiTb NpeacTaBneHbl B (DUKCUMPOBAHHOM W (Mnv) B
NPOLEHTHOM BUAe KOMUCCUM B 3aBMCUMOCTM OT NpeanonaraemMbiX CLeHapues.

MpoTokon KoOHCeHcyca:
9.1 Byzantine Fault Tolerance

«[Mpobrnema BM3aHTMICKMX reHepanoB» Obina 3agymaHa B 1982 rogy kak normyeckas
AMneMMa, UNNICTPUpYoLLas, Kak rpynna BU3aHTUACKUX FreHepanoB MOXET UMETb
npo6reMbl Co CBSA3bIO MPU NOMbITKE OFOBOPUTLCS O CBOEM CIEAYIOLLEM LUare.

[dvnemma npeanonaraet, YTO Y KaXAoro reHeparna ecTb CBOSi apMUst U YTO Kaxkaas
rpynna pacronoxeHa B pa3HblX 4acTsix ropoda, KOTOpbI OHM cOOMpaloTCsl aTakoBaThb.
FeHepanam HeobxoQMMOo AOroBOPUTLCS O HACTYMNNEHUM UMK OTCTYNNeHn. HesaxHo,
HanagyT OHW UK OTCTYNAT, rMMaBHoe YTOObI BCce reHeparbl JOCTUMNM KOHCEHCyca, TO
€CTb 4OroBopunmMch 06 obLiemM peLleHnn 1 cornacoBany ero UCNosIHEHME.

Taknm 06p330M, Mbl MOXEM pacCMOTpETb Ccreayuine TpGGOBaHMFI: Kaxxgaomy
reHepany npeactonT pewnTb: atakoBaTb UIMKM OTCTYNAUTb (oa vnu Her). MNocne TorO,
KaK pelweHne npuHATo, ero Helb3Ad USMEeHUTDb. Bce reHeparsbl JOJTKHbl MPUHATL OAHO
N TO Xe pelleHne 1 BbINMOJTHUTb €ro CUHXPOHHO.

BbilweynomsHyTble npobnemMbl CBS3M CBsI3aHbl C TEM, YTO OOWH reHepan MOXeT
obLaTbecs ¢ ApYrMm TONbKO NOCPEACTBOM COOOLLEHUI, KOTOPbIE NEPEChINaeT Kypbep.
CnepoBatenbHo, rnaBHas agunemma «[lpobnembl BM3aHTUACKUX TFeHepanoB»
3aKn4aeTcss B TOM, YTO COOOLLUEHNA MOryT ObiTb KakMM-TO oBpa3oM 3agepikaHbl,
YHUYTOXEHbI NN NOTEPSIHbI.

Kpome TOro, gaxke ecnu coobLueHMe yCrewHO OOCTaBIeHO, OAWH WM HECKONbKO
reHeparnoB MOryT peLwuTb (Mo Kakon-nmbo NpuuMHe) OecTBOBaTb 31IOHAMEPEHHO U
OTNpaBuTb MOLUEHHMYECKoe coobLleHne, YTobbl COUTL C TOMKY APYrx reHeparnos,
YTO MOXXET NPUBECTU K MOMNHOMY NnpoBany.

Ecnn mMbl npyMeHWM 3Ty OUNEMMYy K KOHTEKCTYy OrnokyeriHa, TO Kaxdbli reHeparn
npeacTaensieT cobon y3en cetu, 1 y3nbl AOMKHbl AOCTUYb KOHCEHCYCa OTHOCUTENbHO
TEKYLLEro COCTOSIHMS cUcTeMbl. [pyrumy crnoBamu, OGONbLUMHCTBO YYaCTHUKOB
pacnpeaeneHHon ceTy OOMKHbI COrnacoBaTth M BbIMNOMHUTL OOHO U TO XXe AeNCTBUE,
4yTOObI M36EeXaTh NOMHOro NpoBana.

CnepoBaTtenbHO, €OWHCTBEHHbIA Cnocob O0CTUYb KOHCEHCyca B TakMx Tunax
pacnpegeneHHbiX CUCTEM — 3TO MMETb Kak MUHUMYM 2/3 unu 6onee HageXHbIX U
YEeCTHbIX CETeBbIX Y3MOB. JOTO O3Ha4yaeT, YTo ecnu BGonblas YacTb CEeTU pelunT
AencTBoBaTb 3MOHaMepeHHo, cuctemMa Oyaer noaBepxeHa cbosAM W aTakam
(Hanpumep, atake 51%).
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BusaHTunckaa oTkasoycTtoMymBoCTb (BFT) — 3TO CBOMCTBO CUCTEMBbI, KOTOpas
cnocobHa NpOTMBOCTOSATL Knaccy cboes, Nony4eHHOMY U3 Npobrnembl BU3AHTUNCKUX
reHepanoB. JTO O3HA4aeT, YTO cucTema BFT MOXeET npogoskaTb paboTy, aaxe ecnum
HEKOTOpbIE Y3Mbl BbIXOAAT U3 CTPOSA UM AENCTBYIOT 3fTOHAMEPEHHO.

Mnatdopma Lockton Finance ncnonb3yeT pa3HOBUAHOCTL BFT KOHCEHCYCa:

FBA (Federated Byzantine Agreement) — 9TO CWUCTEMA KOHCEHCyCa, KoTopas
obecneymBaeTr 6e30MaCHOCTb M COMMAaCOBaHHOCTb AaHHbIX B AELEHTpanvM3oBaHHOM
cetn nytem OpPMMPOBAHUS KBOPYMOB. B oTnnume OT TpaguUMOHHBIX CUCTEM
KOHCeHcyca, FBA no3BOMnsieT y3nam CaMOCTOATENbHO BblOMpaTb Apyrne ysnbl,
KOTOPbLIM OHW [O0BEPSAT, ONA CO34aHUA NepeKpbiBaLWMXCA rpynn, HadblBaeMbIX
KBOpYM-Cpe3amMu.

OTn cpesbl obecneymBaloT rMOKOCTb M Ge30nacHOCTb CEeTW, NO3BONAA OOCTUYb
cornacusi gaxe npu Hanmuum 3rioHamMepeHHbIX y3roB. FBA KOHCEHCYC obecneumBaeT
BbICOKY0 NPON3BOANTENBHOCTb N MacLUTabnupyemocTb.

10.1 BHeceHune cdmaTtHbIX cpeacTs

MpoBaiiaep aMuccuMu TOoKeHa (nnatdgopma) OOMKeH WMMETb YYeTHYK 3anucb BO
BHELLUHeN cucTeme. JTa y4veTHas 3anucb Oyger mMcnonb3oBaTbCs ANS MPUBS3KK
TOKEHOB, KOTOpble No3xe byayT BbinyLleHbl Ha NnaTdopme.

Ha nnatopme pomkeH ObiTb CO30aH COOTBETCTBYIOLWUMA TOKEH W HACTPOEHbI
COOTBETCTBYHOLLME OrpaHNYEeHNs TOKEHA.

[omkHa OblTb co3gaHa yyeTHas 3anvMcb agMUHUCTPaATopa (MMM rpynna y4eTHbIX
3anvcen agMUHMCTpaToOpa) C MpaBamMun Ha BbINYCK TOKEHA M NOATBEPXAEHA Bblaava
COOTBETCTBYHOLLIErO TOKEHA.

Mpouecc BHeceHus maTHbIX CpeacTB BbIMMSAUT cneayowmnm obpasom:

e [lonb3oBarens nony4aeTt naeHTUmKaTop ceaHca

e [lonb3oBaTensb OTNpaBnseT 3anpoc Ha Aeno3uT B PSIM. B 3anpoce
yKasblBaeTCs Xenaembll 4eN03UTHbIV akTUB.

e PSIM npoBepsieT BO3MOXHOCTb BHECEHUS 3asBIIEHHOIO akTnuea 1 oTrnpasnaeT
3anpoc Ha 4enosuT B MNnaTéxHbI CepBUC (BHELLHIOK CUCTEMY).

e [InaTeXHbIN CepBUC reHepUpPyeT YHUKanNbHbIM naeHTUdMKaTop ceaHca u
oTnpasnget ero B PSIM.

e PSIM nepegaeTt NonyyYeHHbIn naeHTudukaTop Nonb3oBartento.

e [lonb3oBarenb cBA3bIBaeTCA C [1naTtexHbIM CepBMUCOM, OTNPAaBAAET eMy
naeHTudmkaTop ceaHca, NosyvYeHHbI paHee, 1 coobulaeT AaHHbIe,
OTHOCSALLMECSH K ero y4eTHOW 3anvMcu Bo BHELLIHEN CUCTEME (HOMEpP KapThbl, CHET
nT.a.).

e [InaTtexHbin cepBuc obpabaTbiBaeT AaHHbIE KapThbl U OTNpaBnsaeT
[Monb3oBaTento HOBLIW YHUKAIbHbIA MOAEHTUGMKATOP — TOKEH CeaHca,
KOTOpPbIV CBA3aH C AaHHbIMU BHELLHEWN Y4ETHOW 3anncu nonb3oBaTens.

e [lonb3oBaTenb OTNpaBnsAeT Nofy4YeHHbIM TOKEH CeaHca, KONMM4YeCcTBO TOKEHOB U
Apyrve ceefeHus, CBA3aHHble C UX nonyyeHuem, B PSIM.
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e PSIM oTnpaBnsieT 3anpoc Ha BbIMyCK TOKEHOB Ha NnaTtgopMy ynpasneHus
akTMBamu. 3anpoc coaepXxmt Habop 3agad, KoTopble Heobxoanmo obpaboTtaTb
nepen oakTM4eckomn Bblgadyen u cymmy. AMP rnonyyaeTt 3anpoc, reHepupyet
YHUKanNbHbIN nOeHTUdUKaTop 3anpoca v Bo3BpaLlaeT ero B PSIM.

e PSIM oTnpaBnsieT MHOPMaLMIO O CyMMe NnepeBoa 1 TOKEHE ceaHca (KOTopbIn
NpuBA3aH K y4ETHOW 3anncu nosb3oBaTternsi BO BHELUHEN CUCTEME) B
[MnaTexHbln cepsuC.

e [InaTtexHbIn cepuc obpabaTbiBaeT 3anpoc 1 OCYLLECTBMASET NepeBOA CO cHeTa
Nnonb30oBaTeNns Ha BHELUHWI CHET AMUTEHTA (NNaTtdopMbl) TOKEHA.

e PSIM nonyyaet noaTeepxaeHne nepesoga ot lNnatexHoro cepsuca.

e PSIM nogTeepxaaeT 3anpoc Ha BbiMYyCK Ha NnaTgopme yrnpasrieHUss akTuBamu.
BanaHc nonb3oBaTens Ha nnaTtgopme 0OHOBNAETCS B COOTBETCTBUN C
pekBn3nTamMu NoaTBEPXKAEHHOIO 3anpoca.

e PSIM coobuiaeT Nonb3oBaTento, YTo AeN03UT NOATBePXKAEH. YTOoObI ybeanTeca
B 9TOM, NOSb30BaTESlb MOXET BOUTU Ha NatdopMy U NonyyYnTb MHOPMaLUUIo
0 cBoeM BanaHce.
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10.2 BHeceHue umMdpoBbIX akTUBOB
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BBog ¥ BbiBOA UMMPOBLIX BanioT U KPUMNTOAKTUBOB TaKKe OCYLLUECTBNSETCA C
nomoubto PSIM. OgHako B 3TOM Criydae CTOUT pasfennTb 3TOT MOAYSb Ha YeTblipe
KOMMOHEeHTA:

Henosut PSIM, Bepudmkatop aenosuta PSIM, Beisog PSIM, Bepudumkatop BbiBOga

PSIM.

Ang pa3meLLeHnsa LmdpoBbIX BanOT U KPUNTOAKTMBOB Ha NnaTtdopme AOoMmKeH ObiTb
obecneyeH Habop cneayrowmx TpeboBaHui:

CuctemMHbIN agMUHUCTPATOP NpeaBapuUTENbHO co3aan COOTBETCTBYIOLLMIA
aKTuB. AKTMB MMEeEeT A0CTaTOYHYIO AOCTYMNHYIO ANA BbIMyCcKa CyMMY.
CucrteMHOMy agMUHUCTPATOPY HEOBXOAMMO Co3aaTh Nyn MAEHTUEUKATOPOB
YYETHbIX 3anncemn BHELIHEN CUCTEMbI B KOHGUrypauum sapa nnatgopmbl
ynpaBrneHnsa akTuBamu.

PaspeLueHuns yyeTHOM 3anvcu nonb3oBaTens JOMKHbI pa3peLlaTb nosiyvyeHve
Heobxoanmoro akTnea. [Nonb3oBaTtenb 3anpalumMBaeT HOBbIM agpec Ans
NPUBS3KM K ero y4eTHOM 3anuncu.

I'Ipou,ecc pasmelleHnd BblmaaunT cregyrlmnm o6pa30M:

lMonb3oBaTenb oTnpaBnAeT 3anpoc Ha lNnatdgopmy ynpasneHus akTusamu ans
noslydeHus NnaTexHoro cHeta/agpeca Bo BHELLHEN CUCTEME.

lMonb3oBaTenb NepeBoanT HeobXxoaMMOe KONMYECTBO akTUBOB Ha NOMYyYEeHHbIN
aKkayHT/agpec.

PSIM Deposit OTCreXuBaeT BXOASLLME NepeBobl U cyeTa/agpeca nx
oTnpaBuTENEN.

PSIM Deposit 3anpawumsaet Nnatdopmy ynpasneHus aktusamm ans
NosTlydeHnst y4eTHOM 3anmcu nosib3oBaTens C BHELWHEW Yy4eTHOM 3anuchbio, ¢
KoTopow Obin caenaH 4enosuT.

[Mocne nonyyYyeHnsa gaHHbIX y4eTHOW 3anucuK nonb3oBatens PSIM Deposit
co3aaeT 3anpoc Ha BbIMYCK M OTMPaBIseT ero B A4p0 nraTtdopMbl yripaBrieHus
aKTUBaMMu.

PSIM Deposit Verifier oTcnexvweaeT HeNoATBEPXXAEHHbIE 3arnpocChkl Ha BbIMyCK Ha
nnatdgopme.

lMocne nonyyeHus 3anpoca PSIM Deposit Verifier OTCneXXuBaeT BHELLHIO CETb
N oXXmaaeT HeobXxo4MMOro KonmyecTBa NoATBEPXKAEHNA TPpaH3aKUNN.

Mpun gocTmxKeHMM HeOBXOAMMOro KonmyecTBa noaTBePXXAeHNn PSIM Deposit
Verifier nogTBEpP)KAAET BblAa4vy TOKEHOB Ha 6GanaHc nonb3oBaTens,
nonb3oBarenb nony4aeT nHgpopmaumo o6 ycnewHoM nonosiHeHn genosunTa.
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12.1 BbiBOA hpnaTHbIX CPeacTs

,D,J'IFI ocyuwiecTBlieHna BbiBOAA HeO6XOD,I/IMO obecneynTtb KOMMMEKC cneayrwmnx

TpeboBaHun:

e [lonb3oBaTernb AOMKEH UMETb YYETHYIO 3annch BO BHELLUHEN cucTteme. AToT
cyeT OyaeT ucnonb3oBaTbCs Afs BbIBOAA CPEeACTB.
e CoOOTBETCTBYIOLLMI TOKEH AOMKEH ObITb 4OCTYNEH ANs BbiBOAA.

Mpouecc BbiBOAA BbIMMAANT creayowmnm obpasom:

e [lonb3oBaTtenb OTNPaBnAeT 3anpoc Ha BbIBOA cpeacTs Ha lNnatdopmy
ynpasneHus akTusamu. 3anpoc OOMKeH coaepxaTb MHopMaLmio 06
akkayHTe nonb3oBaTtens, Cymme Ans BbiBOAa, akTMBe AN BbiBoAa U T. A.
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CooTBeTCTBYIOLLEE KONMYECTBO TOKEHOB 3abr1OKMpOBaHO Ha nnaTgopme
yrnpaBneHnsa akTmsamu.

AMP co3faeT 3anpoc Ha BbIBOL, CPeACTB, KOTOPbIN MOXET coaepxaTb
onpeaeneHHble 3a4a4n, KoTopble A0MKHbI BbINOMHUTE aAMUHUCTPaTOPbI
nnaTtopmbl.

PSIM oTcnexvBaeT nogobHble cobbITUA Ha NNaTtdopMe 1 nonyyaet
MHdopMaLuio 0 HeobpaboTaHHbIX 3anpocax.

PSIM oTnpaBnseT B [naTéxHbIn cepBnCc MHGOOPMAaLMIO O 3anpoce Ha BbIBOS,
cpencTs (Cymma nepeBofa, CHYET AMUTEHTA).

[MnaTexHasa cuctema reHepupyeT yHUKanbHoOe 3HavyeHne nageHtTudukaTopa
3anpoca v nepegaert ero B PSIM. PSIM nepefaet nornyyYeHHoe 3HaYyeHne
lMonb3oBaTento.

Monb3oBaTenb oTrnpaBnsaeT B [NaTéxXHbIN cepBUC OAEHTUGMKATOP 3anpoca 1
AaHHbIe O CBOEM CYETE (HOMEp KapTbl, PEKBU3UTBLI U T.1.).

MnatexHas cuctema obpabaTbiBaeT 3anpoc. B aToM cnyyae BO3MOXHbI Tpu
cLueHapus:

BbiBog noaTeepxaeH. Ecnv MNnatexHsin cepBuc NnogTBEPKAAET BbIBOL, OH
nepeyncnaeT HeobxoanMble CPeacTBa KIMMEHTY 1 OTNPaBNSET NOATBEPXKAEHNE
BblBOAaA B PSIM, KOTOpPbI, B CBOKO O4epeb, NOATBEPXOAET BbIBOA Ha
nnatdopme; B pedyrnbrate TOKeHbI, 3abrnoknpoBaHHble Ha 6anaHce
nonb3oBaTens, norallarTcs.

BbiBOg He noaTBepXaeH No N3BeCTHbIM NpuynHam. Ecnu MNnaTtexHbln cepBuc
OTKa3blBaeTCs NoATBEPAUTL 3anpoc (Hanpumep, TEXHNYECKN HECNOCOBEH No
KakMm-rninbo npmymHam nnu nosnb3oBaTenb yKasan HeBepHble AaHHbIE), TO PSIM
obpallaetcs K cucteMe ¢ NPocbO0oW BbINONMHUTL ONepaunto OTKITOHEHNS
BbiBOAA. B pesynbrare TokeHbl, KoTopble Obinv 3abnokmMpoBaHbl Ha 6anaHce
nonb3oBaTens, CHoBa JOCTYMHbI NOMb30BaTENto.

BbiBOg HE noaTBepXaeH, a NPUYNHBI HEM3BECTHbI. ECrn 3anpoc Ha BbIBOA
CpPeACTB He Obln NoATBEPXKAEH NNaTEXHbIM CEPBUCOM U PSIM He nonyyun
HUKaKnX NogpobHOCTEN O NPUYNHE OTKITOHEHUS, TO PSIM TpebyeT oT
YNONHOMOYEHHOIo agMUHUCTPaTopa NPUHATE peLleHne OTHOCUTENBHO
cnegyroLwnx 4encTeuin.
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12.2 BbiBOA LMppOBbLIX BasOT U KPUNTOAKTUBOB

Mpouecc BbiBOAA BbIMMAAUT creayowmm obpasom:

[Monb3oBaTenb oTNpaBnsaeT 3anpoc Ha [nartdgopmy yrnpasneHust akTuBamu.
3anpoc Ha BbIBOA, COAEPXMUT naeHTudmkatop 6anaHca, ¢ KOTOporo crieqyet
BbIBECTU CpeacTBa, CyMMY ANH BblBOAA, aKTUB AN14 BbiBOAA U T.A4.
CooTBeTCTBYIOLLEE KONMYECTBO TOKEHOB BriokmpyeTcsa Ha 6anaHce
nosiL3oBaTens.

PSIM Withdrawal 3amedaeT oxxuaarLmnin 3anpoc Ha BbIBOA CPEACTB U HAYMHaET
ero o6paboTky. O6paTuTe BHUMaHue, YTO ANsi NOATBEPXKAEHMSA 3anpoca
Heo6X0AMMO BbINOMHUTL ABE UTepaumm (Npn 3ToM MynbTUNOANUCH
NCronb3yeTcs Kak Ansa oTnpaBkuM TpaH3akumin Asset Management Platform, Tak u
ANs BHELLHEN CUCTEMBbI).

dyHKUMA BbIBOAA cpeacTB PSIM oTnpaBnaeT HenognucaHHyr TpaH3akuuo
BHELLHEN cucTeMbl KOMMOHEHTY CpeacTBa NPOBEPKM BbIBOAA CPeacTB PSIM.
BepudmkaTtop BbiBoga cpeacts PSIM nosiydaeT TpaH3aKuuio BHELLHEN
CUCTEeMbI U MOMeLLaeT ee B TpaH3akumo AMP. 3aTem OH nognucbiBaeT
TpaH3akumo AMP 1 otnpaenseTt ee obpaTtHo B PSIM Withdrawal. HanomHum
eLle pas: YTobbl TpaH3akumst AMP 6bina rapaHTMpoBaHa, OHa A40MmKHa BbITb
nognuMcaHa BTOPbIM KIHOYOM.

PSIM Withdrawal nonyyaeTt nonynognucaHHyo TpaH3akunio AMP, NpoBepseT ee
1 NognucbiBaeT CBOUM KITto4OM. [locne 3Toro oH oTrnpaendaeT Ha nnartgopmy
noanucaHHyro TpaH3akuuo AMP (C HenoanMcaHHOW TpaH3aKunen BHELLHEN
cuctembl BHYTpK). [ocne aToro nepsasa ntepauma 3aBepLuaeTcs (4ByXaTanHbIn
3anpoc Ha BbIBOJ, CPEACTB MEHAETCS Ha 3anpoC Ha BbIBO, CPELCTB).

BbiBog cpeacts PSIM nognucbiBaeT TpaH3akLmMio BHELLHEN CUCTEMbBI U
oTnpaBndeT ee BepudurKkaTopy BbiBoga CpeacTs PSIM.

CpenctBo NpoBepKM BbiIBOAA CPeACTB PSIM nony4yaeTt NnonynoanncaHHyo
TpaH3aKLMIo BHELLHEN CUCTEMBI U OTNPAaBSET Ha NaTtopMy 3anpoc Ha
NPOBEPKY NOEHTUYHOCTM NONYYEHHOM TPaH3aKLMmM C TOW, KoTopas Obina
nomMeLlleHa B NepBylo TpaH3akuuo AMP.

Ecnwn TpaH3akuus coBnagaeTt, Bepudumkatop BbiBoga cpeacTs PSIM
NOANUCLIBAET €€ CBOMM KITHO4YOM U MOMELLaEeT B HOBYHO TpaH3akuuio AMP. OH
Takke NoAnucbiBaeT 3Ty TpaH3akuuio AMP 1 OTNpaBrseT ee Ha BbIBOA CPEACTB
PSIM.

PSIM Withdrawal nony4yaeT nonynoannucaHHyo TpaH3akuuio AMP C NOMTHOCTbIO
noanucaHHoOM TpaH3akumen BHeLHen cuctemsl. [locne aToro oH oTnpasnser
TpaH3aKUMIO0 BHELLIHEN CUCTEMbI BO BHELLHIOK CETb 4S5 MOATBEPXKAEHMS.

PSIM Withdrawal nognucbeiBaeT TpaH3akumnio AMP (genas ee nofHoCTbIo
nognucaHHon) 1 nepefaeT ee Ha NnaTgopmy, TeM cambIM 3aBepLLasi npouecc
BblBOAA.

Mnatdopma ynpasneHnst akTuBamu NonyyaeT NogNUCaHHYH TpaH3aKuuo
BblKynaeT 3abnOKMPOBaHHbIE TOKEHbI.
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Moaynb naeHtucgpmkaumm (KYC):

13.1 Cnyx6a ngeHtndurkaumm — aTo Moayrb, COOTBETCTBYOLNIN TpeboBaHnaM GDPR,
KOTOpPbIV XpaHWUT AaHHble, cCOOpaHHble B XxoAe npoueaypbl KYC (3Han CBOErO KNMeHTa).
Uto6bl nony4Yntb AOCTYN K [AaHHbIM, MNONb30OBaTENid WNWU  agMUHUCTpPATOpy
HeobXxoaMmMo npedocTaBuUTb LMGPPOBYKD MOAMNUCH, KOTOpas CBEPSIETCA C CaMblM
rnocrnegHMM COCTOSIHMEM peecTpa. Takol noaxon obecneymBaeT BbICOKUN YPOBEHb
Ge3onacHoCcTU. JTOT MoOAyMb TaKKe XPaHWUT 3aKpbiTble K4M Mofb3oBaTenen,
3aWMdpPOBaHHbIE HA CTOPOHE KITMEHTA.

OTO He NO3BOMSAET 3MOYMbILLSIEHHMKY NONYYNTb AOCTYM K YY4ETHLIM 3anMCAM CUCTEMBbI,
Aaxe MMest NOMHbIN AOCTYMN K XpaHUuMLLY.

Kpunto genosvtapumn npegnosiaraeT Hanuyve oTaenbHOro Moayss, oTBevaroLLero 3a
XpaHeHue aaHHbIX KYC (3Han CBOEro KrnueHTa), U oH HasblBaeTcs Identity Storage.

ToT KTO nmeeT paspelueHne Ha paboTy ¢ Identity Storage, yKa3blBaeTCA YEPE3 KoUK,
npegocTraBngdemMble CUCTEMHbIM agMUHUCTPATopaM — An4 NoATBEPXOEHUA CBOEro
paspeLleHna agMUHUCTpaTop NpPeaoCTaBnsAeT COOTBETCTBYHOLLYIO MNOAMUCH.

[ns nHTerpaumm cuctembl ydeTa ¢ BHELLHMMW KOMMIIAaeHC-peLleHnsMmn Heobxoanmo
ncnonb3oBaTb «MOCTOBOM» MOAYIb.

NpeHTudukaums KYC HauMHaeTcs C OTNpaBKM MOMb30BATENbCKUX [OaHHbIX B
XpaHuvnuuie.

Ha cnegywowem 9atane Yy4YeTHOW cucTeMe npeafiaraetcad  U3MEHUTb  pPorb
nosnib3oBaTensi.

[Mpy NOCTYNNEeHMM B yY4ETHYHO CUCTEMY 3anpoca, CTaTyc 3anpoca Ha py4HY NPOBEPKY
AaHHbIX agMUHUCTPATOPOM (ANs MPOBEPKM MOSMHOTbI  MOMYYEHHbIX AaHHbIX)
nameHsietcs. Ecnn gaHHble HenomnHble, NOMNb30BaTENO OTNPABNSETCS COObLWEHME C
npocbbOM npegocTaBuTb NpaBulibHble AaHHble. Koraa Bce AaHHble MOSTHOCTLIO
3anoriHeHbl, agMUHUCTPATOP NPOBEpPSieT UX NPaBUMbHOCTb. 3ateM Moaynb ESIM
nonyyaeTr nOATBEPXAEHME O MOMHOTE [aHHbIX W OTNpaBnseT ux B Chyxby
naeHTudmkaumn.

Ecnn paHHble HEKOpPpPEeKTHbl (NfIoXoe KavyecTBO, He Te AaHHble), Morb30oBaTernto
oTnpaenseTcsa coobLueHne o ToM, YTO He06XoAUMO OTNPaBUTL NMPaBUMbHbIE AAHHbIE,
npouecc wuageHtTuukauum nepesanyckaetca. Ecnn nonb3oBatenb NOATBEPXOEH,
cnyxba ayTeHTUdUKaUMM OTnpasnseT OTBeT Moayno ESIM, KOTOpbIi, B CBOW
ovyepenpb, OTnpaBnsieT OTBET B y4YETHYO cucteMy. Cuctema y4vyeta M3MEHSIET POSb
nonb3oBaTenen. igeHTndukauuns sasepLueHa.
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Kpunto chnHaHcupoBaHue:

14.1 ®uHaHCMpOBaHME B CEKTOpe UMMPOBbLIX AKTMBOB WCKIOYAET HeEraTMBHbIE
NnocrneacTBus «4enoBEYEeCKOro dpaktopa» u NosiBreHnst NpobneMHbIX 4ONroB.

[Monb3oBaTenu 3aHUMalT N ogarmkuearoT KPpUNTOaKTUBbI 6e3 ncnonb3oBaHus TpeTbeﬁ
CTOPOHDbI. B otnuuue ot TPaaAUUNOHHbIX KpeauToB, KOTOpble Y4acCTo obecneyeHsbl
3arnorom, aeueHTpann3oBaHHbl€ BEPCUA 3aLLULLEHDbI Oriok4yenHoMm.

370 noBbIWaeT ux 6€30NacCHOCTb N CHXKAET KPEeAUTHbINA PUCK.

B kpunTto3aiimax apyrMe KpuUNTOakTUBblI  CryaT obecrneyeHuemM, U  OHM
aBTOMaTUYeCKM NLIAOTCS NpaBa Bbikyna.

Ha nnatcdopme Lockton Finance, nony4uTb oMHaHCUMpoBaHue B LCH BO3MOXHO noAa
3anor cobCTBEHHOro AenosuTa.

Ecnu BblI yyactByeTe B Oeno3uMTHOW nporpamme «Lockton Finance» M BaM CPOYHO
HY>XHbl CPEACTBA, TO B TAKOM Cllyyae BbIXOAUTb U3 NPOrpaMmMbl HE HY>KHO.

[MpoTokon ncnonb3yeT CMapT-KOHTPAKT, KOTOPbI CO34aeT 3alUM B KpUNTOAKTUBE.
CMapT-KOHTpAaKT 3aMMCTBYET M BO3BpaLLaeT KPUMNTOTOKEH, C NOMOLLbIO KOTOPOro OH
Obln co3aaH, 3a BbIYETOM MPUMEHUMbIX KOMUCCUM.

Ecnn nonb3oBaTenb, nNpu OOCTWXKEHWM BPEMEHHOTO WM 3anoroBOro Mopora,
nonyyaetr npegynpexaeHue c npeasiokKeHMem MomnofiHWTL 3anor WM BepHYTb
3aeMHble CPEACTBA, TO BO3MOXHO OOpaLleHne B3bICKaHUS.

ABTOMaTMyeckoe obpalleHne B3bICKaHWUA OCYLLUEeCTBNSAETCA AnA MorawieHus B
crieayloLLmX crnyvasx:

e 3aeMLUUK UTHOPVPYET NPeaynpexXaeHNs
® [JOCTUrHYT NOPOr CTOMMOCTM 3arora
e MpeBbilLUEH CPOK hMHAHCMPOBAHNUS
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9. CBEAEHUA O PABPABOTYUKE:
HasBaHue: Distributed Lab
O6Lwee onncaHne 6akrpayHaa

O

Distributed Lab — 3TO YyKpauHcKaa IT-komMnaHusg, KoTopas
crneunanuampyetcsa Ha co3aHuu peLueHnin B obnactn
onokyenH-texHonormn. OcHoBaHHass B 2014 rody, KoMnaHus
dokycupyeTcsa Ha paspaboTke (PUHAHCOBLIX TEXHOMOrUM, UCMONb3ys
ONOKYENH Kak OCHOBY Ans co34aHus MNpo3padHblX, 6e3onacHbiX U1
3P PEKTUBHDBIX CUCTEM.

OcHoBHble HanpaeneHnsa geaTenbHOCTH Distributed Lab BKOYatoT:

BnokyenH-nnatgopmbl: KomnaHua paspabaTbiBaeT uHAMBMAYamnbHbIE
Onok4yemnH-pelleHns,  npegHasHavyeHHble  Ans  yOOBNETBOPEHUS
cneundudecknx notpedbHocTen OGu3Heca. OTO BKMKOYAET CO3gaHMe
npuBaTHbIX OMOKYEMHOB, WHTErPUPOBAHHBbIX C  CYLIECTBYHOLLMMHU
KopnopaTuBHbIMU CUCTEMAMMW.

KoHcanTuHr: Distributed Lab npegocTtaBnseT KOHCYNbTaLMOHHbIE YCNyrn
B obnactm ONOKYENH-TEXHONOIMMN, MOMOrasi KOMMaHUAM MOHATb
noTeHuman 3ToN TEXHOMOMMN MU Kak OHa MOXET BbITb MHTErpMpoBaHa B
nX TeKyLLme onepawuu.

O6pasoBatesnbHble nporpammbl: KomnaHua ctaBuT nepeg codon 3agady
obpasoBaHMs N pPacnpoOCTPaHEHUs1 3HAHUKA O OITOKYENH-TEXHOMOMMN K
KpuntoBantotax. OHM npoBoAAT oby4varolime Kypcbl, CeMUHapbl U
MacTep-Krnacchl Ans pa3fUyHbIX rpynn crneynanmncTos.

WccnepoBaHma un  paspabotku:  Distributed Lab  yyactByeT B
ncecrnenoBaTenbCKnx npoekTax, CBA3aHHbIX C  NepedoBbiMU
pa3paboTkamn B cepe bnokvenHa n domHtexa. OHM cTpemaTcs bbiTb
Ha nepegHeM Kpae MHHOBaL M B 3TOM 00nacTu.

KomaHga Distributed Lab coctout wmn3 cneumanuctoB c rnyobokMMun
3HaHNAMU B obnactu Kpuntorpadun, Teopun urp,
AeLUEeHTpann3oBaHHbIX NPOTOKOMOB, a Takke MMeeT onblT paboTbl C
Knaccuyeckummn (oMHaHCOBbLIMU CUCTEMaMU.

KntoueBble YnieHbl KoMaHabl

O

O

Pavel Kravchenko
Co-Founder, CEO
pavel@distributedlab.com
Oleksandr Kurbatov
Crypto Research Lead
alex@distributedlab.com
Volodymyr Dubinin
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Co-Founder, COO
volodymyr@distributedlab.com
o Yaroslav Panasenko
Chief Technical Officer
yp@distributedlab.com
PeanunsoBaHHbIe NPOEKTbI (KOTOPblE MOXHO MoKa3aTb)
o https://github.com/distributed-lab

10. AH®OPMALIUA OB SMUTEHTE

OOO Lockton Hub, cBMAETENLCTBO O rocyaapcTBeHHOU peructpauumu Ne2180726
OT 29.05.2023 .

MHH: 310 516 640

Appec:r.TawkeHr, LLIalxOHTOXYpPCKUM p-H, ynuua dypkaTa, aom 3a

OupekTop: LUnnunos [.

JTnuensunsa HAIMM: # CD 00001

lWunnunos [leHnc bopucosuu.
https:/www.linkedin.com/in/denis-shipilov-05ab1821b
info@lockton.uz ; +998772572277

12. 3AKIIOYEHUE

PaCCManI/IBaFI NyTb KOMNaHUN - Halln OOCTUXKEHUd, npeoaosrieHHble TPpyAHOCTU U
npeacrodlme nepcnekTBbl, XO4ETCA BblAEITNTb HECKOJ1bKO KIMto4eBbIX MOMEHTOB:

[MprBEPXKEHHOCTb NPUHUMNAM: Ha MPOTSXKEHUU BCEro MyTW Mbl OCTaBasUCb
BEPHbIMM  HalleMy  MMUPOBO33PEHUID:  YECTHOCTb, MPO3PaqYHOCTb MU
OPWEHTUPOBAHHOCTb Ha Norb3oBaTend. 3TN LLEHHOCTU onpeaenunn Hal pocr,
1 NOMOINM 3aBoeBaTh AoBepUe Halewn rmobanbHOM ayanTopumn.

lMocTosiHHbIE WMHHOBaUMK: Mbl NOCTOAHHO MHBECTMPYEM B WCCreLOBaHUS,
pa3paboTky M WHHOBaUUWKW, rapaHTMpys, 4YTO Hawa nnartgopma Bcerga
HaxoOuTCA Ha nepegoBoM Bcen uHAYCTpuW, npegnaras 3dEKTUBHbIE
peLleHus.

CoTtpygHuyectBo: Mbl BepuM B cury coTpygHudecTBa. Hawwm napTHepcTBa,
Oyaob TO perynupylolmMe opraHbl, TEXHONOrM4Yeckne nposangepsbl UnNu Hawum
nonb3oBaTenu, Cbirpann KNIYeByo porib B Hawem ycnexe. Mbl nnaHupyem
noagepXuBarb M paclwMpaTb 9T B3aUMOLEMWCTBUS Ha MNPOTSXKEHUU BCEro
CyLLLeCTBOBaHUS HaLlen rpynnbl KOMNaHWN.

MNpeogoneHue npenatcTBui: HeT nyTm 6e3 TpyaHocTen. byab TO yrposa
(PUHAHCOBbLIX NPECTYNAEHUA WU CAOXHOCTU MUPOBOIO perynmpoBaHngd, Mbl
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BCErga pewmTerbHO U YCTOMYMBO npeogonesany 3tm npobrnembl. Hawwm
NPeBEHTUBHbIE  Mepbl, OMWCaHHble B 3TOM [JOKYMEHTe, SBNSATCH
CBMAETENbCTBOM Hallen MPUBEPXEHHOCTU 3alimMTe Hawen nnatgopMbl U
Halmx nonb3oBaTeneun.

Lockton Finance nnaHupyeT OOCTUraTb HOBbIX BEPLUWH, YCTaHaBNuBaTb OTpacrieBble
CTaH4apTbl U OCYLLECTBUTb 3HaYUMbIN BKad B rnobanbHy0 3KocucteMy LMAPOBbIX
o1HaHCOoB.

Mbl BblpaxaemMm CBOIO FJ'Iy6OKle 6]'IaFOLI,apHOCTb BCEM HaLWMM TMOJiIb30BATENAM,
napTHepam n CTOPOHHUKaM. Bawa Bepa n gosepume B Hac ctasnim Halnm CTUMYITOM.

Cnacunb0, 4TO Bbl C HAMW Ha 3TOM NyTKH!
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